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Handle	
  System	
  
•  Designed	
  to	
  provide	
  basic	
  identi?ier	
  resolution	
  on	
  networks	
  

̶  Go	
  from	
  object	
  id	
  to	
  current	
  state	
  data	
  
̶  Id	
  can	
  persist	
  over	
  changes	
  in	
  location,	
  ownership,	
  and	
  other	
  attributes	
  

•  System	
  currently	
  consists	
  of	
  one	
  global	
  root	
  service	
  plus	
  distributed	
  set	
  of	
  local	
  
services	
  

̶  Each	
  service	
  responsible	
  for	
  de?ined	
  subset	
  of	
  id	
  space	
  
̶  Each	
  service,	
  including	
  global,	
  can	
  itself	
  be	
  distributed	
  and	
  consist	
  of	
  
many	
  servers	
  

•  Resolution	
  returns	
  type/value	
  pairs	
  
̶  Typing	
  is	
  open-­‐ended;	
  recommend	
  handles	
  as	
  type	
  names	
  
̶  No	
  limit	
  on	
  number	
  and	
  length	
  of	
  type/value	
  pairs	
  
̶  Each	
  value	
  includes	
  permissions	
  and	
  TTL	
  

•  Distributed	
  Handle	
  administration	
  over	
  the	
  Internet	
  
̶  Ownership	
  at	
  the	
  handle	
  level	
  
̶  Public	
  or	
  secret	
  key	
  authentication	
  

•  Handle	
  System	
  Protocol	
  runs	
  over	
  UDP,	
  TCP,	
  or	
  HTTP	
  
•  More	
  information	
  at	
  handle.net	
  and	
  Informational	
  RFCs	
  3650-­‐52	
  



Handle	
  String	
  

•  <prefix>	
  /	
  <suffix>	
  
•  Examples	
  

̶  10.1525/bio.2009.59.5.9	
  
̶  4263537/5030	
  

•  Character	
  Set:	
  Unicode	
  2.0	
  
•  Encoding:	
  UTF-­‐8	
  
•  Prefixes	
  

̶  Currently	
  alloca+ng	
  only	
  numeric	
  
̶  Any	
  text	
  possible	
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10.1525/bio.2009.59.5.9	
   h7p://caliber.ucpress.net/doi/abs/10.1525/bio.2009.59.5.9	
  
 

URL	
  

HS_ADMIN	
   handle=0.na/10.1525;	
  index=200;	
  	
  
[delete	
  hdl,add	
  val,read	
  val,modify	
  val,del	
  admin,add	
  
admin,list]	
  

10320/loc	
   <loca+ons	
  	
  chooseby="loca7,	
  country,	
  weighted">	
  
	
  	
  	
  	
  <loca+on	
  id="1"	
  	
  cr_type="MR-­‐LIST"	
  	
  href="h7p://
mr.crossref.org/	
  
	
  	
  	
  	
  	
  iPage?doi=10.1525%2Fbio.2009.59.5.9"	
  	
  weight="1"	
  />	
  
	
  	
  	
  	
  <loca+on	
  	
  id="2"	
  	
  cr_src="unca"	
  	
  label="SECONDARY_BIOONE"	
  	
  
	
  	
  	
  	
  	
  cr_type="MR-­‐LIST"	
  	
  href="h7p://www.bioone.org/doi/full/
10.1525/	
  
	
  	
  	
  	
  	
  bio.2009.59.5.9"	
  weight="0"	
  />	
  	
  
</loca+ons>	
  

Handles	
  Resolve	
  to	
  Typed	
  Data	
  

Handle	
   Data	
  Type	
   Handle	
  Data	
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Handle	
  Resolution	
  

The	
  Handle	
  System	
  
is	
  a	
  collection	
  of	
  
handle	
  services,	
  

GHR	
  
LHS	
  

LHS	
   LHS	
  

LHS	
  

each	
  of	
  which	
  	
  
consists	
  of	
  one	
  or	
  
more	
  replicated	
  sites,	
  

Site	
  1	
   Site	
  2	
  

Site	
  1	
  

Site	
  2	
  

Site	
  3	
   …... Site	
  n	
  

each	
  of	
  which	
  may	
  
have	
  one	
  or	
  more	
  
servers.	
  

123.456/abc	
   URL	
   4 h7p://www.acme.com/	
  

h7p://www.ideal.com/	
  8 URL	
  

#1 #2 #n #4 #3 

#1 #2 

... 



Corporation	
  for	
  National	
  Research	
  Initiatives	
  

Handle	
  Clients	
  

Global	
  Handle	
  
Registry	
  

Client	
  gets	
  request	
  
to	
  resolve	
  hdl:123/456	
  

1.	
  Client	
  sends	
  request	
  to	
  
Global	
  to	
  resolve	
  0.NA/123	
  
(pre?ix	
  handle	
  for	
  123/456)	
  hdl:123/456	
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Handle	
  Clients	
  

Global	
  Handle	
  
Registry	
  

Client	
  gets	
  request	
  
to	
  resolve	
  hdl:123/456	
  

2.	
  Global	
  Responds	
  with	
  
Service	
  Information	
  for	
  123	
  

Service	
  Information	
  
Acme	
  Local	
  Handle	
  Service	
  	
  

IP xc xc xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc xc 

xc 
xc 

xc 
xc 
xc 

xc 
xc 
xc 

xc 
xc 
xc 

.. 

.. 

.. 
xc 
xc 
xc 

.. 

.. 

.. 
xc 
xc 
xc 

.. 

.. 

.. 

... 
xcccxv 

xccx 
xccx 

xcccxv 
xccx 
xccx 

xcccxv 
xccx 
xccx 

hdl:123/456	
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Handle	
  Clients	
  

Primary	
  Site	
  	
  
123.45.67.8	
  

Port	
  #	
  

Secondary	
  Site	
  B	
  

Server	
  1	
  

Server	
  1	
  

Server	
  2	
  

Server	
  3	
  

Server	
  1	
  

Server	
  2	
   123.52.67.9	
  

321.54.678.12	
  

321.54.678.14	
  

762.34.1.1	
  

123.45.67.4	
  

Public	
  Key	
   ...	
  

2641	
  

K03RLQ...	
  

2641	
  

2641	
  

2641	
  

2641	
  
2641	
  

5&M#FG...	
  

F^*JLS...	
  

3E$T%...	
  

A2S4D...	
  

N0L8H7...	
  

...	
  

...	
  

...	
  

...	
  

...	
  

...	
  

IP	
  Address	
  

Secondary	
  Site	
  A	
  

xcccxv xc xc xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc xc 

xc 
xc 

xc 
xc 
xc 

xc 
xc 
xc xc 

xc 
xc .. 

.. 

.. 
xc 
xc 
xc .. 

.. 

.. 
xc 
xc 
xc .. 

.. 

.. 

... 
xcccxv 

xccx xccx 
xcccxv 

xccx xccx 
xcccxv 

xccx xccx 

Service	
  Information	
  -­‐	
  Acme	
  Local	
  Handle	
  Service	
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Handle	
  Clients	
  

Primary	
  Site	
  	
  
123.45.67.8	
  

Port	
  #	
  

Secondary	
  Site	
  B	
  

Server	
  1	
  

Server	
  1	
  

Server	
  2	
  

Server	
  3	
  

Server	
  1	
  

Server	
  2	
   123.52.67.9	
  

321.54.678.12	
  

321.54.678.14	
  

762.34.1.1	
  

123.45.67.4	
  

Public	
  Key	
   ...	
  

2641	
  

K03RLQ...	
  

2641	
  

2641	
  

2641	
  

2641	
  
2641	
  

5&M#FG...	
  

F^*JLS...	
  

3E$T%...	
  

A2S4D...	
  

N0L8H7...	
  

...	
  

...	
  

...	
  

...	
  

...	
  

...	
  

IP	
  Address	
  

Secondary	
  Site	
  A	
  

xcccxv xc xc xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc xc 

xc 
xc 

xc 
xc 
xc 

xc 
xc 
xc xc 

xc 
xc .. 

.. 

.. 
xc 
xc 
xc .. 

.. 

.. 
xc 
xc 
xc .. 

.. 

.. 

... 
xcccxv 

xccx xccx 
xcccxv 

xccx xccx 
xcccxv 

xccx xccx 

Service	
  Information	
  -­‐	
  Acme	
  Local	
  Handle	
  Service	
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Handle	
  Clients	
  

Primary	
  Site	
  	
  
123.45.67.8	
  

Port	
  #	
  

Secondary	
  Site	
  B	
  

Server	
  1	
  

Server	
  1	
  

Server	
  2	
  

Server	
  3	
  

Server	
  1	
  

Server	
  2	
   123.52.67.9	
  

321.54.678.12	
  

321.54.678.14	
  

762.34.1.1	
  

123.45.67.4	
  

Public	
  Key	
   ...	
  

2641	
  

K03RLQ...	
  

2641	
  

2641	
  

2641	
  

2641	
  
2641	
  

5&M#FG...	
  

F^*JLS...	
  

3E$T%...	
  

A2S4D...	
  

N0L8H7...	
  

...	
  

...	
  

...	
  

...	
  

...	
  

...	
  

IP	
  Address	
  

Secondary	
  Site	
  A	
  

xcccxv xc xc xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc 
xc xc 

xc 
xc 

xc 
xc 
xc 

xc 
xc 
xc xc 

xc 
xc .. 

.. 

.. 
xc 
xc 
xc .. 

.. 

.. 
xc 
xc 
xc .. 

.. 

.. 

... 
xcccxv 

xccx xccx 
xcccxv 

xccx xccx 
xcccxv 

xccx xccx 

Service	
  Information	
  -­‐	
  Acme	
  Local	
  Handle	
  Service	
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Handle	
  Clients	
  

Client	
  gets	
  request	
  
to	
  resolve	
  hdl:123/456	
  

hdl:123/456	
  

3.	
  Client	
  queries	
  Server	
  3	
  
	
  	
  	
  	
  in	
  Secondary	
  Site	
  A	
  
	
  	
  	
  	
  for	
  10.1000/1	
  

#1 

#1 
#2 

#3 

Secondary	
  Site	
  A	
  

Secondary	
  Site	
  B	
  

Acme	
  Local	
  Handle	
  Service	
  

Global	
  Handle	
  
Registry	
  

#1 #2 

Primary	
  Site	
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Handle	
  Clients	
  

Client	
  gets	
  request	
  
to	
  resolve	
  hdl:123/456	
  

hdl:123/456	
  

#1 

#1 
#2 

#3 

Secondary	
  Site	
  A	
  

Secondary	
  Site	
  B	
  

Acme	
  Local	
  Handle	
  Service	
  

Global	
  Handle	
  
Registry	
  

#1 #2 

Primary	
  Site	
  

4.	
  Server	
  responds	
  with	
  
handle	
  data	
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LHS	
  

LHS	
   LHS	
   LHS	
  

LHS	
  

LHS	
  

LHS	
  

LHS	
  
GHR	
  

LHS	
  

Handle	
  Clients	
  

Handle	
  System	
  

Proxy/Web	
  Server	
  

HTTP	
  Get	
  

Handle	
  
Resolution	
  

h7p://hdl.handle.net/123/456	
  

Resolution	
  With	
  a	
  Web	
  Browser	
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Handle	
  Clients	
  

Resolution	
  With	
  a	
  Web	
  Browser	
  

LHS	
  

LHS	
   LHS	
   LHS	
  

LHS	
  

LHS	
  

LHS	
  

LHS	
  
GHR	
  

LHS	
  

Handle	
  System	
  

h7p://acme.com/index.html	
  

Proxy/Web	
  Server	
  

HTTP	
  Redirect	
  

Handle	
  
Data	
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LHS	
  

LHS	
   LHS	
   LHS	
  

LHS	
  

LHS	
  

LHS	
  

LHS	
  
GHR	
  

LHS	
  

Handle	
  Clients	
  

Handle	
  System	
  

Resolution	
  with	
  a	
  Handle	
  Client	
  Plug-­‐in	
  

hdl:123/456	
  

Handle	
  
Resolution	
  

Handle	
  
Data	
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Handle	
  Clients	
  

LHS	
  

LHS	
   LHS	
   LHS	
  

LHS	
  

LHS	
  

LHS	
  

LHS	
  
GHR	
  

LHS	
  

Handle	
  System	
  

Handle	
  Admin	
  via	
  Web	
  Form	
  

Web	
  Server	
  and/or	
  Admin	
  
Servlets	
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Handle	
  Clients	
  

LHS	
  

LHS	
   LHS	
   LHS	
  

LHS	
  

LHS	
  

LHS	
  

LHS	
  
GHR	
  

LHS	
  

Handle	
  System	
  

Handle	
  Admin	
  via	
  Web	
  Form	
  

Web	
  Server	
  and/or	
  Admin	
  
Servlets	
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Handle	
  Clients	
  

LHS	
  

LHS	
   LHS	
   LHS	
  

LHS	
  

LHS	
  

LHS	
  

LHS	
  
GHR	
  

LHS	
  

Handle	
  System	
  

Custom	
  Admin	
  Client	
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Handle	
  Clients	
  

LHS	
  

LHS	
   LHS	
   LHS	
  

LHS	
  

LHS	
  

LHS	
  

LHS	
  
GHR	
  

LHS	
  

Handle	
  System	
  

Handle	
  Administration	
  
Embedded	
  in	
  
Another	
  Process	
  

Handle	
  Resolution	
  
Embedded	
  in	
  

Another	
  Process	
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Handle	
  System	
  Usage	
  Examples	
  
•  Library	
  of	
  Congress	
  
•  IDF	
  (International	
  DOI	
  Foundation)	
  

–  CrossRef	
  (scholarly	
  journal	
  consortium,	
  representing	
  >2K	
  publishers	
  &	
  societies)	
  
–  DataCite	
  (consortium	
  of	
  20	
  members	
  from	
  12	
  countries,	
  started	
  by	
  TIB)	
  
–  EIDR	
  (Entertainment	
  Identi?ier	
  Registry)	
  
–  mEDRA	
  (Multilingual	
  European	
  DOI	
  Registration	
  Agency)	
  
–  R.R.	
  Bowker	
  (bibliographic	
  data	
  –	
  US	
  ISBN)	
  
–  Of?ice	
  of	
  Publications	
  of	
  the	
  European	
  Community	
  (OPOCE)	
  
–  Institute	
  of	
  Scienti?ic	
  and	
  Technical	
  Information	
  of	
  China	
  (ISTIC)	
  
–  Airiti,	
  Inc.	
  (Taiwan)	
  	
  
–  Japan	
  Link	
  Center	
  

•  DSpace	
  (>1000	
  institutions)	
  
•  OECD	
  (tables	
  and	
  graphs)	
  
•  Australian	
  National	
  Data	
  Service	
  (ANDS)	
  
•  EPIC	
  (European	
  Persistent	
  Identi?ier	
  Consortium)	
  
•  EUDAT	
  (Collaborative	
  Data	
  Infrastructure	
  project	
  in	
  Europe)	
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•  Assigned	
  Pre?ixes	
  (Approx.)	
  
–  DOI	
  –	
  	
  	
  6,740	
  (+	
  an	
  additional	
  207,600	
  ISBN	
  Pre?ixes	
  not	
  yet	
  in	
  use)	
  
–  Other	
  –	
  1,800	
  

•  Handles	
  
–  DOI	
  –	
  >	
  60	
  M	
  
–  Other	
  -­‐	
  Additional	
  millions	
  (total	
  per	
  pre?ix	
  known	
  only	
  to	
  pre?ix	
  
manager)	
  

•  Handle	
  Services	
  
–  Global	
  

•  Six	
  service	
  sites	
  (three	
  CNRI,	
  one	
  CrossRef,	
  one	
  CNNIC,	
  one	
  
GWDG)	
  

–  Local	
  
•  >1500	
  registered	
  LHS’s	
  

•  Traf?ic	
  
–  Global:	
  75	
  –100	
  million	
  per	
  month	
  
–  CNRI-­‐run	
  proxy	
  servers:	
  75	
  –	
  100	
  million	
  per	
  month	
  

Handle	
  System	
  Usage	
  (June	
  2012)	
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•  Software	
  
–  Server	
  (7.1)	
  

•  Java	
  1.4.2	
  and	
  higher	
  
•  Plug-­‐in	
  storage,	
  ships	
  with	
  Berkeley	
  DB	
  	
  

–  Client	
  Libraries	
  
•  	
  Java,	
  C,	
  Jython	
  versions	
  

–  Proxy	
  servlet	
  
•  Java	
  servlet,	
  typically	
  runs	
  under	
  Apache	
  Tomcat	
  
•  Build	
  your	
  own	
  or	
  use	
  hdl.handle.net	
  

–  Miscellaneous	
  CNRI	
  software	
  (admin	
  tools,	
  browser	
  plug-­‐ins,	
  etc.)	
  
–  Miscellaneous	
  community-­‐developed	
  software	
  (alternate	
  clients,	
  
database	
  modules,	
  etc.)	
  

•  License	
  
–  Open	
  source	
  software	
  
–  Requires	
  Service	
  Agreement	
  for	
  pre?ix	
  administration	
  at	
  global	
  
root	
  

–  One-­‐time	
  new	
  user	
  fee	
  ($50)	
  plus	
  annual	
  service	
  fee	
  ($50)	
  to	
  
support	
  the	
  root	
  entry	
  

Reference	
  Implementa+on	
  


