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MVPN Extranet 
•  First, a little background: 

•  MVPN Effort that began in 2004 culminated in the set of RFCs 
6511-6517 in 2012!  (Well, really finished in 2010, mostly) 

•  Left a few loose ends, including “wild cards” and “extranet” 
•  Wild cards spec’ed in RFC 6625 (2011-2012) 

•  Extranet is last of the big missing pieces 
•  Two individual extranet drafts have existed for awhile 

•  Draft-rosen-l3vpn-mvpn-extranet, covering only PIM C-multicast, 2010, based 
on text that appeared in 2008 

•  Draft-raggarwa-l3vpn-bgp-mvpn-extranet, covering only BGP C-multicast, 
2009 

•  Editors have been working (on and off) over past year to merge 
these two drafts 

•  Almost done, didn’t quite make the pre-Vancouver deadline 
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What Took So Long? 
•  Sorry about the delay 
•  Merge turned out to be fairly intricate: 

•  not due to any technical disagreement, 
•  due to complexity of the subject matter, and hard-to-please editors 

•  MVPN Extranet is actually a fairly complex feature 
•  Base L3VPN mechanisms isolate VPNs from each other, but: 

•  enable holes to be punched through the isolation mechanisms to allow some 
inter-VPN traffic, assuming that 

•  Inter-VPN traffic must use unambiguous addressing in the face per-VPN 
overlapping address spaces 

•  MVPN adds further complexity: 
•  multicast considerations 
•  wildcard mechanisms 
•  need to accommodate multiple functional models 
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Purpose of This Presentation 

•  Briefly outline some of the fundamental issues 
•  Briefly outline the solutions 
•  Whet the WG’s curiousity so that folks will read 

the draft when it comes out! 



L3VPN WG  2012-Jul-30 4 

Some Basic Concepts 
•  Extranet C-source: transmitter allowed to send multicast 

data to (multiple) other VPNs 
•  Extranet C-group: ASM group address whose transmitter

(s) is(are) not necessarily in same VPN as receivers; 
receivers can be in different VPNs too 

•  Extranet C-flow: (C-S,C-G) multicast data stream with 
receivers not necessarily in same VPN as transmitter(s) 

•  Extranet C-RP: rendezvous point for extranet C-group, not 
necessarily in same VPN as transmitters and/or receivers 
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Some Basic Assumptions 
•  Certain sources/RPs are designated by the VPN customer 

as extranet C-sources;  customer communicates this 
information to SP 

•  Extranet C-sources do not also transmit non-extranet C-
flows 
•  If a receiver can get any C-flow from a given source, it can get all 

the C-flows from that sources 
•  If a receiver can get any traffic to a given ASM multicast group, it 

can get all the traffic to that group, regardless of sources 



L3VPN WG  2012-Jul-30 6 

UMH-Eligible Extranet C-S/C-RP Routes 
•  RFC 6513 defines notion of route that is eligible for use in 

determining Upstream Multicast Hop of a given C-S/C-RP 
•  Either unicast VPN-IP routes or SAFI-129 routes 

•  Use of SAFI-129 prevents unicast extranet traffic from being sent 
to an extranet multicast source 

•  Route to extranet C-RP must be VPN-IP route, since PIM 
Registers are unicast packets 

•  Extranet requires extra RT provisioning: 
•  If C-S in VPN A is to transmit to C-R in VPN B, then A must export 

route to C-S with an RT that is an import RT of B 
•  Usually don’t want all routes from A to be exported to B, so some 

careful RT choices must be made 

 



L3VPN WG  2012-Jul-30 7 

RTs on MCAST-VPN Routes 
•  If an extranet C-source from VPN A is exported to VPN B, 

RTs must be assigned to MCAST-VPN routes to ensure: 
•  B imports I-PMSI A-D route from A 
•  If S-PMSI A-D route advertises tunnel that may carry extranet C-

flow (C-S,C-G), for some C-G, route must be imported by B 

•  VPN with receivers for an extranet C-group must import: 
•  x-PMSI A-D routes advertising tunnels carrying flows in that group, 
•  Source Active A-D routes advertising C-sources of that group 
•  In some cases, VPNs with receivers must originate I-PMSI A-D 

routes to be imported by VPNs with transmitters 
•  RT assignment rules of RFC6514 still apply, but additional 

rules are added 
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Additional RT Assignment Constraints 
on MCAST-VPN Routes 

•  More restrictive rules are added 
•  Will not cover details in presentation, see draft 
•  But the restrictions are the following sort of thing: except in certain 

defined circumstances, if a P-tunnel is not to be used to carry 
traffic from a given extranet C-sources, it must not be advertised 
in a PMSI A-D route that carries an RT in common with the route 
to that C-source 

•  The more restrictive rules are used to implement a strategy of 
“discard packets from the wrong tunnel”, which is needed under 
specified circumstances 

•  Note that this is not the same as “discard packets from wrong 
upstream PE”, as specified in RFC 6513, because in extranet, the 
wrong tunnel can come from the right PE 

•  Needed because of some address ambiguity issues 
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Extranet and Address Ambiguity 
•  This is really the key technical problem 
•  We impose certain address uniqueness 

requirements that are assumed to be met: 
•  If C-S in VPN A sends a flow to C-R1 in VPN B and C-

R2 in VPN C, then C-S must have an address that is 
unique in VPNs A,B,C 

•  If C-G is the group address of that flow, and C-G is an 
ASM address, C-G must be a unique address in VPNs 
A, B, C, and its C-RP must have a similarly unique 
address 

•  But this does not prevent all address ambiguity 
problems! 
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Example of Extranet Address Ambiguity 

PE2 PE1 

•  S2 and S2 are different systems (i.e., ambiguous address 
between VPNs A and B) 

•  The address uniqueness rules are not violated as long as S2 is 
not imported by D and S2 is not imported by C 

•  But suppose a tunnel from A carries both (S1,G) and (S2,G) 
•  Then C must import A-D route from A announcing that tunnel 
•  C must also import A-D route from B announcing the other tunnel 
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Example of Extranet Address Ambiguity 

•  VRF C gets both (S2,G) and (S2,G) 
•  VRF C MUST discard (S2,G), or R1 will get the both 

streams, and R1 will have no way distinguish them. 
 
 

 

PE2 PE1 
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Solutions? 

•  Provision a policy that prevents this from happening 
•  E.g., no more than one source (or one ASM group) per tunnel 

or 
•  Make sure that: 

•  the UMH-eligible route matching S2 has no RT in common with the A-D route that 
advertises the tunnel from B 

•  the UMH-eligible route matching S2 has no RT in common with the A-D route that 
advertises the tunnel from A 

•  Now C control plane can infer that traffic from S2 shouldn’t come from 
B’s tunnel 

•  Data plane at C is then set up to discard (S2,G) traffic from B’s tunnel 

 

PE2 
PE1 
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Functional Models 
•  Extranet Separation or not? 

•  Option for ensuring that no tunnel contains both 
extranet C-flows and non-extranet C-flows (e.g., 
different I-PMSIs for each) 

•  Differing opinions on whether this is worthwhile 
•  Spec’d only for BGP PE-PE C-multicast 

•  Is it ever desirable for ingress PE to transmit a 
single flow on multiple PMSIs? 
•  Differing opinions on whether this is worthwhile 
•  Multiple transmission spec’ed only for PIM PE-PE 

•  We have not tried to provide every possible 
combination, in absence of demonstrated interest  
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Wild Card Issues 
•  RFC 6625 contains elaborate set of rules for determining 

whether to expect  (C-S,C-G) and/or (C-*,C-G) traffic on a 
particular P-tunnel, depending upon whether the P-tunnel 
is advertised in an I-PMSI, (C-S,C-*) S-PMSI, (C-*,C-G) 
S-PMSI, (C-*,C-*) S-PMSI, or (C-S,C-G) S-PMSI A-D 
route 

•  These rules are augmented, in certain specific cases, to 
require that a C-flow is expected from a given P-tunnel 
only if that P-tunnel is advertised in an x-PMSI A-D route 
that has an RT in common with the installed UMH-eligible 
route to the C-S or C-RP. 

•  This is important for determining the right tunnel when 
wild cards are used 
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Stuff Specific to PE-PE PIM 
•  PE-PE PIM requires tunnels to be grouped into emulated 

LANs, and Joins are send over those “e-lans”. 
•  A VRF that is part of an extranet is on multiple “e-lans” 

•  In one model, must be able to receive from multiple e-lans 
•  In another model, must be able to send on multiple e-lans 
•  Or both … 

•  Rules are given for performing the grouping of tunnels 
into e-lans 
•  Basically, x-PMSI A-D routes advertising P-tunnels that are part of 

the same e-lan must carry an RT in common, and this RT must 
not be carried by any other x-PMSI A-D routes 

•  In some cases, multiple I-PMSI A-D routes must be originated by 
a given VRF, this is spec’ed out in detail 
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PIM-specific vs. BGP-specific Rules 
•  For PIM, once tunnels are properly grouped into e-lans, 

rules for specifying which tunnel to send a join on, which 
tunnel to expect a flow from, etc., can be inferred from 
“ordinary” PIM procedures 

•  For BGP, we don’t have this “level of indirection”, all 
procedures must be explicitly spelled out in terms of the 
BGP routes and their attributes 

•  Thus the draft has PIM-specific and BGP-specific 
sections 

•  As already mentioned, some functional models have not 
been spec’ed for both 
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Next Steps 
•  Finish and post the draft (hopefully this August) 
•  Ask for acceptance as WG draft 
•  Critical examination and review by WG members 


