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Review

= Motivation:
o Key exposure problem of SDES in forking and re-targeting scenarios ,

= Proposal
e a new session parameter extension "keymod" to extend SDES (RFC 4568)
m Defined in 3GPP TR 33.829 V0.0.9 (2011-12)

e 9.3.1.3 SDES solution 2
e Chance to become TS



Proposal Usage Example

Offerer Answerer

a=crypto:1 AES CM 128 HMAC SHA1 80
inline:dORmdmemVCspeEc3QGZINWpVLFJhQX 1cfHAWIS0j|2720]1:32 kI
keymod:rand|xor|

a=crypto:1 AES_CM_128 HMAC _SHAI1 32
inline:NzB4d1 BINUAvLEw6UzF3WSJ+-PSdFcGdUJShpX1Z;/2720]1:32 k2
keymod:rand|xor| WVNfX19zZW1jdGwgKCkgew==km

K1 XOR km
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Forking scenario ->

-INVITE(K1,KEYMOD1)-> |

Application in Some Scenarios

Proxy B C D
I I I I
I I I
| ---INVITE(K1,KEYMOD1)--> | I I _ _
|-CDIV triggered--------- | | | éRe-targetmg scenario
|- INVITE(K1,CAUSE,KEYMOD1)->| |
|===== CDIV triggered------------- | |
|Saaaaaae INVITE(K1,CAUSE ,KEYHOD1)-—————- >
|[<-——------ 200 OK(K2, KEYHOD2)-----————- I
<-2080 OK(K2,KEYMOD2)-| I I I
——————————————— K1'encrypted media----------------->|
—————————— K2 encrypted media------——-----—-————————|
A Proxy B c D
I I I I I
| -INUITE{K1,KEYHMOD1)->| | | |
| | ——INVITE(K1,KEYMOD1)-->| | |
| I55555 INVITE(K1,KEYMOD1)-———-- > |
| G555 INVITE(K1,KEYMOD1)-————————~ >
| | ===~ 200 OK(K2, KEYMOD2)------—---- |
|<-288 O0K{(K2,KEYMOD2)-| | | |
|======mmsssssssssssm=== K1'encrypted media------———------- >

|im=mmmmmmm==s K2 encrypted media------——-------————————————- |



Discussion

m How about this I-D become a WG work item?



