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•  Consider	
  NVO3	
  Security	
  Framework	
  into	
  WG’s	
  milestone	
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Mo[va[on	
  
•  Poten[al	
  a\ack	
  points	
  in	
  Virtual	
  Network	
  Overlays	
  
•  Security	
  considera[ons	
  on	
  TES-­‐NVE,	
  NVE-­‐UN,	
  	
  
	
  	
  	
  	
  	
  and	
  NVE-­‐Controller	
  are	
  discussed	
  in	
  dra5s[FRA][CP][DP].	
  
•  Lack	
  of	
  overall	
  security	
  framework	
  for	
  NVO3	
  

Considera[ons	
  

•  Security	
  model	
  -­‐	
  Establish	
  trust	
  model	
  
•  Security	
  threats	
  -­‐	
  Iden[fy	
  a\ack	
  scenarios	
  
•  Security	
  reqs.	
  -­‐	
  Control/Data/Mgmt.	
  Plane	
  security	
  
•  Defense	
  mechanisms	
  -­‐	
  mi[ga[on	
  techniques	
  

Rela[onship	
  with	
  other	
  dra5s	
  

•  Con[nue	
  upda[ng	
  with	
  inputs	
  from	
  PS/Fra	
  dra5s	
  
•  Monitor	
  other	
  dra5s	
  that	
  focus	
  on	
  related	
  security	
  issues	
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