OpSec WG

Operational Security Capabilities for IP Network Infrastructure

IETF 84, Vancouver, .ca -- 2012-08-1



Welcome to OpSec

Chairs:
o Gunter Van de Velde <gvandeve@cisco.com>
o KK Chittimaneni <kk@google.com>
o Warren Kumari <warren@kumari.net>

Jabber Scribe:
o opsec@ietf.jabber.org

Minutes:
o http://tools.ietf.org/wg/opsec/minutes

e Note Well.
e Blue Sheets.
e Agenda Bashing.



Note Well.

Any submission to the IETF intended by the Contributor for publication as all or part of an IETF Internet-Draft
or RFC and any statement made within the context of an IETF activity is considered an "IETF Contribution”.
Such statements include oral statements in IETF sessions, as well as written and electronic communications
made at any time or place, which are addressed to:

e The IETF plenary session

e The IESG, or any member thereof on behalf of the IESG

e Any IETF mailing list, including the IETF list itself, any working group or design team list, or any other list

functioning under IETF auspices

e Any IETF working group or portion thereof

e Any Birds of a Feather (BOF) session

e The IAB or any member thereof on behalf of the |IAB

e The RFC Editor or the Internet-Drafts function
All IETF Contributions are subject to the rules of REC 5378 and RFC 3979 (updated by REC 4879).
Statements made outside of an IETF session, mailing list or other function, that are clearly not intended to be
input to an IETF activity, group or function, are not IETF Contributions in the context of this notice.
Please consult REC 5378 and RFEC 3979 for details.
A participant in any IETF activity is deemed to accept all IETF rules of process, as documented in Best
Current Practices RFCs and IESG Statements.
A participant in any IETF activity acknowledges that written, audio and video records of meetings may be
made and may be available to the public.



http://www.ietf.org/rfc/rfc5378.txt
http://www.ietf.org/rfc/rfc3979.txt
http://www.ietf.org/rfc/rfc4879.txt
http://www.ietf.org/rfc/rfc5378.txt
http://www.ietf.org/rfc/rfc3979.txt

Working Group/BOF Rosters

("Blue Sheets").

e Please fill these in.




Agenda Bashing.

Operational Security Capabilities for IP Network Infrastructure IETF 84

Wednesday, Aug 1, 13:00 - 15:00
Room: Georgia B

Administrivia, Agenda Bashing, 10 Minutes

ITU-T SG 17, Liaison on the IPv6 Security Guideline
ITU-T Liaison, 10 Minutes

Host Scanning in IPv6 Networks
draft-gont-opsec-ipv6-host-scanning-00 , 15 Minutes
Security Implications of IPv6 on IPv4 Networks
draft-gont-opsec-ipvéb-implications-on-ipv4-nets-01 ,
DHCPv6-Shield: Protecting Against Rogue DHCPvb6 Servers

draft-gont-opsec-dhcpv6-shield-00 , 15 Minutes
Neighbor Discovery Shield (ND-Shield): Protecting against Neighbor

15 Minutes

Discovery Attacks
draft-gont-opsec-ipv6-nd-shield-00 , 15

Operational Security Considerations for

draft-vyncke-opsec-v6-01 , 15 minutes
Using Only Link-Local Addressing Inside an IPv6 Network

draft-behringer-l1la-only-01 , 15 Minutes

BGP Operations and Security
draft-jdurand-bgp-security-01 , 10 Minutes

Minutes
IPv6 Networks



https://datatracker.ietf.org/liaison/1149/
http://tools.ietf.org/html/draft-gont-opsec-ipv6-host-scanning-00
http://tools.ietf.org/html/draft-gont-opsec-ipv6-implications-on-ipv4-nets-01
http://tools.ietf.org/html/draft-gont-opsec-dhcpv6-shield-00
http://tools.ietf.org/html/draft-gont-opsec-ipv6-nd-shield-00
http://tools.ietf.org/html/draft-vyncke-opsec-v6-01
http://tools.ietf.org/html/draft-behringer-lla-only-01
http://tools.ietf.org/html/draft-jdurand-bgp-security-01

