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EKT	
  for	
  Interop	
  

•  Interoperate	
  between	
  Security	
  DescripTons	
  
and	
  EKT	
  (e.g.,	
  DTLS-­‐SRTP-­‐EKT)	
  

•  Avoids	
  per-­‐packet	
  SRTP	
  cryptographic	
  
operaTons	
  on	
  gateway	
  

•  EKT	
  tag	
  now	
  independent	
  of	
  SRTP	
  packet	
  
– Media	
  gateway	
  can	
  add/remove	
  EKT	
  tag	
  to/from	
  
SRTP	
  packet,	
  resulTng	
  in	
  normal	
  SRTP	
  packet	
  

–  ImplementaTon	
  and	
  security	
  analysis	
  simpler	
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Previous	
  situaTon	
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SIP Proxy 

 

 
IP phone 

 

 
Browser 

 

 
Web Server 

 

SIP 

SIP + 
SDESC keys 

DTLS 
handshake, 

SRTP 

JSEP + 
a=fingerprint 

 
Media 

gateway 
 

SRTP 

Media Gateway decrypts and re-
encrypts SRTP going from Security 
Descriptions to DTLS-SRTP.  Ouch!! 
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Check	
  
AuthenTcaTon,

Decrypt	
  

How	
  SRTP	
  decrypTon	
  works	
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SRTP	
  Payload	
  

SRTP	
  authenTcaTon	
  tag	
  

SRTP master key 
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  Payload	
  



Check	
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How	
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  decrypTon	
  works	
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SRTP	
  Payload	
  

SRTP	
  authenTcaTon	
  tag	
  

EKT	
  tag	
  

SRTP master key 

Check	
  
AuthenTcaTon,

Decrypt	
  

EKT key 

RTP	
  Payload	
  



Enhancement	
  to	
  EKT	
  for	
  Interop	
  

•  Adds	
  to	
  SRTP	
  without	
  changing	
  SRTP	
  format	
  
or	
  processing	
  rules	
  
– EKT	
  tag	
  is	
  now	
  removable	
  

•  Benefit:	
  Easy	
  for	
  media	
  gateway	
  
interoperaTon	
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 SRTP payload 

SRTP authentication tag 

EKT tag 

 SRTP payload 
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Security Descriptions leg DTLS-SRTP-EKT leg 



DTLS-­‐SRTP-­‐EKT	
  and	
  	
  
Security	
  DescripTons	
  Interop	
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Key	
  Changes	
  from	
  EKT	
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Key	
  Change	
  from	
  SDES	
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End	
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