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Agenda 

Terminology and Background 

Problem Description 

Design Considerations 

Next Steps 
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Terminology and Background 

 Purpose of Consent:  avoid denial of service 

 

 Consent 
o Permission to send traffic 

 

 Consent freshness 
o Permission to continue sending traffic 

 

 

 Consent is requested by sender 

 Consent is granted by receiver 
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Problem Description (1/3) 
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Problem Description (2/3) 

 ICE connectivity checks verify consent only at session 
establishment 

 

 Existing ICE keepalives are one-way  

o STUN “Indication” 

o Not confirmed 

o Not authenticated 
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Problem Description (3/3) 

 Related problem: Session liveness 

o Detect connection failure after session establishment 

o Optimize consent freshness and liveness tests to avoid 
sending recurring messages 
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Design Considerations (1/8) 

 STUN Binding Request 
o ICE says MUST use short term authentication  

o But SHA-1 impacts performance of aggregation equipment (e.g., PSTN 
gateways, mixers, SBCs) 

 

 STUN transaction ID 
o Uniformly and randomly chosen from the interval 0 .. 2^96-1 

o Good enough for preventing off-path attacks 

o MUST NOT be chosen or controlled by Javascript 
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Design Considerations (2/8) 

 ICE  requires an agent to be prepared to receive 
connectivity checks after ICE concludes 

 So, let’s do ICE connectivity checks for ‘Consent’ 

 Reusing STUN Binding method allows to interoperate with 
existing ICE/ICE-lite implementations 

 No need to also perform ICE/RTP keepalive 
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Design Considerations (3/8) 

Only obtain Consent when sending traffic 

o Reduces bandwidth usage 

o Conserves batteries 
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Need WG Feedback 
on several things 

• Consent with authentication?   

• When to stop sending after no consent? 

• Consent frequency when sending 

• RTCP 

• APIs 
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Consent with authentication (4/8) 

Need WG feedback 

Authentication options 

1. STUN Binding method with authentication (SHA-1) 

 

2. STUN Binding method without authentication (no SHA-1) 

  Negotiated using "a=ice-options:consent" SDP attribute 
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When to stop sending (5/8) 

Need WG feedback 

How long to wait for the consent response before stop sending ? 

o STUN’s default RTO (500 ms) and retransmissions (7 times) 
waits for 39.5 seconds 

 

o Based on fixed seconds? 

o Based on fixed packets per second? 

o Based on fixed bandwidth? 

o Based on 3x, 4x previous STUN round-trip time? 
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Consent Frequency when Sending 
(6/8) 

Need WG feedback 

How frequently to request consent when actively sending? 

 

Every 5 seconds?  Every minute?  Every hour? 
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RTCP (7/8) 

Need WG feedback 

Get consent for RTCP if on different port? 
o RTCP is typically rate limited 
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APIs (8/8) 

Need WG feedback 

What APIs do we need? 

o Consent transaction failed 

o Set consent frequency (?) 

o Others? 
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Need WG Feedback: Summary 

• Consent with authentication?   

• When to stop sending after no consent? 

• Consent frequency when sending 

• RTCP 

• APIs 
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draft-muthu-behave-consent-freshness 

 Interest in this problem? 

Document going in the proper direction? 
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