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Omnibroker 0.1

* Original objective
— Tunnel OCSP queries over DNS
— Use lightweight MAC for authentication

* Architecture (c.f. Kerberos)
— Connection Server (JSON Web Service)
* Distributes authentication tickets

— Query Server
* Returns certificate status response



PKI 2.0

Its all about the Relying Party

 New Architectures:

— Perspectives

— Convergence

— Certificate Transparency
 New Infrastructures

— DNSSEC
— DANE

* Anti-Virus Perspective:
— How do | give my customers access to these?
— Which will win?
— Proprietary or Open Standard?



“+4+XKMS in JSON’

* XKMS:

— “What key should | use to access host X via
protocol Y”

* Trustbroker Connection query

— “What IP address, port, transport protocol, key
should | use to access host X via protocol Y”
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Ubiquitous Objection:

“The Broker can't be trusted!”

(We decide whether code can run at all)



Advantages

* Decouple consumption from origination
Can use web crawler to pre-populate
Can add new data sources to old clients

* Can implement any security policy

Not just the lowest common denominator



Implementation

Connection Service
Authenticate device/user
Return list of connections

Query Service
Web Service Transport (Required)
DNS Transport (fast)
UDP Transport



Feature Creep

* There are two ways to deal with a slippery
slope, with crampons or with skis.

e Omnibroker uses rocket skis

— A gateway to any trust service



Omnibroker Current Status:

* Client
— Query: newprotocol at example.com
— Response: IP=10.1.2.3, TLS, cert=...

e Server

— Advertise <service description>
— Broker performs DNS, Firewall, etc. config

* Peer to Peer
— Endpoints are user@domain rather than domain



In development:

Time
— For preventing replay attacks
Bookmark sharing

Password storage
— Because humans cannot remember strong passwords

Authentication

— Get token for strong authentication protocols
* E.g. SAML, Oauth, OpenlID

Confirmation
— Better than 2-factor authentication



Call for interest

e BOF in Atlanta?
— Omnibroker

e Codeis on GitHub

— Repositories are Godel, ProtoGen, Omnibroker
— MIT Licensed



