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Goals	  

•  Guidance	  with	  deployment	  of	  RPKI	  and	  Prefix	  
Origin	  Valida2on	  

•  Technical	  recommenda2ons	  
–  running	  the	  rpki	  infrastructure,	  validated	  caches,	  etc.	  
–  some	  WG	  ops	  draNs	  are	  available	  

•  Organiza2onal	  recommenda2ons	  
–  implica2ons	  for	  business	  opera2ons	  (tooling)	  
–  key	  management	  in	  an	  organiza2on	  (people	  come	  and	  
go)	  
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Mo2va2on	  
•  Ac2ve	  OPS	  draNs	  in	  SIDR	  WG	  
–  e.g.	  draN-‐sidr-‐origin-‐ops,	  draN-‐ieW-‐sidr-‐algorithm-‐
agility,	  …	  

–  define	  some	  prac2cal	  considera2ons	  out	  of	  scope	  of	  
documents	  

•  A	  “single”	  document	  with	  prac2cal	  &	  opera2onal	  
deployment	  considera2ons	  
–  complementary	  to	  other	  WG	  documents	  
–  gentle	  introduc2on	  to	  …	  
–  refer	  to	  relevant	  draNs/RFCs	  
–  give	  guidance	  in	  opera2onal	  deployment	  decisions	  
– …	  
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From	  SURFnet	  Pilot	  Study	  to	  a	  DraN	  

•  RPKI	  &	  prefix	  origin	  valida2on	  pilot	  study	  at	  
SURFnet	  (Dutch	  NRN)	  
–  prac2cal	  and	  opera2onal	  findings	  put	  in	  a	  report	  

•  Put	  some	  of	  the	  opera2onal	  considera2ons	  in	  a	  
draN	  (-‐like)	  document	  
–  however	  NRN	  is	  different	  business	  than	  a	  2er	  1,	  2,	  or	  
3	  network	  

–  need	  for	  input	  from	  other	  SIDR	  par2cipants,	  operators	  
(at	  RIR	  mee2ngs?),	  engineers,	  vendors,	  …	  
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Examples	  of	  Opera2onal	  
Considera2ons	  

•  Trust	  in	  the	  RPKI	  infrastructure	  for	  an	  organiza2on	  
–  iden2ty	  and	  authority	  management	  
–  key	  management	  
–  security	  procedures	  in	  organiza2on	  

•  Trade-‐offs	  in	  RPKI	  deployment	  
–  hosted	  key	  management,	  or	  
–  running	  own	  RPKI	  engine,	  signing	  module,	  LIR	  back-‐end	  
–  management	  of	  validator/cache/publisher	  

•  Rou2ng	  policies	  
–  strict,	  secure,	  loose,	  …	  (see	  also	  draN-‐ieW-‐sidr-‐origin-‐ops)	  

•  Refresh	  frequency	  for	  validated	  caches	  
–  3	  hours,	  12	  hours,	  1	  day,	  …	  
–  use	  of	  stale	  data	  

•  …	  
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Ques2ons	  to	  the	  SIDR	  WG	  
•  Probe	  interest	  of	  WG	  
•  Ask	  guidance	  of	  WG	  
–  opera2onal	  prac2ces	  is	  a	  living	  document?	  

•  not	  much	  prac2cal	  experience	  available	  
•  deployment	  prac2ces	  topic	  of	  discussion	  and	  revision	  
•  status	  and	  visibility	  of	  such	  a	  document?	  

–  or,	  target	  for	  draN	  (with	  informa2onal	  status)	  
•  will	  have	  some	  official	  “reference”	  status	  and	  visibility	  
•  accept	  fact	  that	  aNer,	  e.g.,	  2	  or	  3	  years	  there	  is	  a	  “bis”	  document	  	  

•  Ask	  for	  input	  to	  document	  
–  reviewing	  document	  &	  talk	  in	  hallway	  
–  discuss	  and	  refine	  goals	  and	  structure	  of	  document	  
–  help	  wri2ng	  the	  document	  
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