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Overview: 
Document Status 

l  An -03 version was published in May based on 
discussions at the Paris meeting 

l  An -04 version was published in July based on 
discussions at the interim meetings 

l  The -04 version does have a few places where 
editorial changes are required to improve the text.  

l  I know of only one open technical issue in the -04 
version of the document.  

l  If you have technical issues with this document, please 
raise them soon! 

 



BGPSEC Attribute Format 

 AS Number 
 pCount 
 Flags (signed) 
          … 

 Additional Info (reserved)  

 Alg Suite ID 1 
 SKI 

        … 
 Sig 
 Sig Length 

 Alg Suite ID 2 
 SKI 

         … 
 Sig 
 Sig Length 

Secure 
Path 

Sig 
Block 1 

Sig 
Block 2 



A Couple Notes on the -04 Format 

l  “Additional Info” is a TLV with only one defined 
type, which is essentially a null type. At some 
later point this field could be used to add 
additional per-path signed data 

l  “Flags” has 8 bits, one of which is used to mark 
confederations (see next slide). The other 7 bits 
could be used at some later point to add 
additional per-AS signed data 

l  As discussed in Paris, SKI is now a fixed length 



Confederations 
l  BGPSEC uses the BGPSEC_Path_Signatures 

attribute instead of AS_Path 
l  AS_Path attribute is used to support 

confederations (RFC 5065) 
l  In BGPSEC, the first bit of the flags field is set 

by the first router in the confederation when the 
path enters a confederation  

l  Upon leaving a confederation, the last router 
removes all secure_path segments up to an 
including the one containing the entry flag  



Open Issue: Duplicate Detection 
l  Note that signing the same data twice with the 

same key often does not produce the same 
signature bits. 
–  This is algorithm dependent 

l  If you receive an update from your peer and the 
only thing that's changed is the signature bits, 
you don't want to propagate this downstream 

l  … you probably don't even want to go to the 
trouble of verifying this new signature 

l  Text needs to be changed to specify behavior 
with regards to duplicate updates 



The Bottom Line 
 
 
l  This specification is finally becoming stable. 

Now would be a great time to read the 
document and raise any technical concerns you 
may have. 


