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Summary 

¬  Current experimental options overloaded 
¬  Multiple concurrent uses cannot be 

distinguished 

¬  Add nonce to EO format 
¬  Nonce used to differentiate concurrent uses 

¬  Goal 
¬  Proposed Standard, as per WG direction 
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Changes 00->01 
¬  All based on WG recommendations: 

¬  Wording 
¬  Use “magic number” rather than “nonce” 
¬  Use “codepoints” throughout 

¬  Length SHOULD be 32, but MAY be longer or shorter 
¬  Location MUST be in SYN, SHOULD be used 

anywhere the option is present 

¬  Other additions: 
¬  Impact of false positives discussed, with mitigation 
¬  Migration plan discussion (still notes that this is up to 

the option designer) 
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Current Status 

¬  No pending issues 
¬  One question off-list regarding use of existing 

experimental codepoints vs. new ones 
¬  Referred to the WG discussion on this (no benefit to 

new codepoints, just encourages misuse of existing 
codepoints) 

¬  Awaiting WGLC 
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Summary 

¬  Experimental extension to TCP-AO for 
NATs 
¬  Change to packet processing to allow use of 

TCP-AO in NAT/NAPT environments 
¬  Relies only on endpoint agreement 

¬  Submitted for individual publication 6/12 
¬  Insufficient WG interest, so already 

proceeded as individual 
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