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Motivation

e This is a bad idea
o It waste a lot IPv6 addresses

o But, we (as IETF) cannot stop people to use it LOCALLY

o It has many operational benefits from network operator
perspective

o But, it is dangerous

o The more semantics embedded into prefix, the more
complicated management could be. Also there are technical
gaps to fill

o It tries to push the problem to host OS and applications, but
they are not ready to take it

o The purpose of this document is to discuss how to use it well

o it could be manageable if the semantics have been carefully
restricted

Page 2/10



Overview

o Network operators (both ISPs and enterprises) desire to be
aware of more information about each packet

o SO that packets can be treated differently and efficiently

o Packet-level differentiating can enable flow-level and user-level
differentiating

o IPv6, with a large address space, allows semantics to be

o Routers can easily apply relevant operations accordingly

o This document provides analysis on how to use semantic
prefix well, and identifies the technical gaps

o Itis recommended to use 4~12 bits in prefix for embedded
semantics
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Why Prefix

Many information is not expressed explicitly. Hence, it
is difficult for network operators to identify

Untrusted choices: interface identifier, extension
header, diffServ field, etc.

Prefix is almost the only thing a network operator can
trust in an IP packet

o it is delegated by the network and the network can detect any
undesired modifications, then filter the packet

o if one get the destination addr wrong, the packet would not
reach; it it get the source addr wrong, the return packet would
not arrive

o It surely allows enterprise semantics to be able to traverse ISP
networks
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Semantic Prefix Domain

o A domain in which a consistent set of semantic prefix
policies are administered in a coordinated fashion

o An enterprise Semantic Prefix Domain may span several
physical networks, traversing ISP networks

o A Semantic Prefix domain has a set of pre-defined
semantic definitions, which is only meaningful locally

o Standardizing a general semantic is almost an
impossible job

o Unless there are semantics agreements between two
domains

o Sharing semantic definition among Semantic Prefix domains
enables more semantic based network operations
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The Embedded Semantics

o The prefix bits that can be used for embedded
semantics are very limited

o only the selected, most useful semantics can be
embedded in the prefix

o Note, DiffServ provides a very rich QoS semantic with only
6 bits

o When used, all of semantic should be restricted in a highly
abstracted way

o In a given Semantic Prefix Domain, multiple semantics
can be used combinatorially
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How to use it well

o Principle: avoid semantic overlap for packet
o though semantic overlap for devices/hosts is fine

o Recommend: network operator only use necessary
semantics

o T00 many semantics make management for prefix delegation
become very complicated. And hosts would not be able to handle

o Recommend: assign in low granularity, such as bit by bit
o Recommend: use less than 12 bits in prefix for semantics

e The locator function of IP address should be ensured first
for ISPs

o Recommend: use the most left bits of prefix for locator function
and lower bits for semantics
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Benefits

» Depending on embedded semantics, various beneficial
scenarios can be expected

» Easy measurement and statistic
o Easy flow control

o Policy aggregation

o Application-aware routing

o The listed are not all
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Technical Gaps

The simplest model without any technical gaps:

Only embedded abstracted user type semantic into the
prefix

o It can be supported with the current network architecture

o because each subscriber is still assigned one prefix, while they
are not notified the semantic within it

The more semantics embedded into prefix, the more
complicated functions are needed for prefix delegation,
host notification and address selections

o Associate semantics with prefix delegation
o Notify prefix semantics to hosts

o Address selection according to semantics on hosts. This may
iInvolve application interaction through socket API

It may take time for hosts to ready (enterprise may be quick)
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Questions,

clarifications?

Thanks!
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