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Intro and apology 
l  Tobias: my apologies, for not being here to 

present today  
l  although I love the IETF, attending my sister’s 

wedding took precedence this time. ;-)  
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Frame-Options (FO) & X-
Frame-Options (XFO) 
1.  Followed discussion at IETF81, 

initially submitted as individual IDs, 
both adopted by websec in April 

2.  XFO  
1.  (informational, documenting the current status 

of use of X-Frame-Options header 

3.  FO adds evolutionary improvements 
1.  (std moving forward with improvements and 

clarification, also work complementing with CSP) 
3 



Frame-Options - History 

l  X-Frame-Options widely deployed/used to 
prevent Click-jacking 
l  Running code and (some) consensus by 

implementers in using X-FRAME-OPTIONS 
l  HTTP-Header: 

l  DENY: cannot be displayed in a frame, regardless 
of the site attempting to do so. 

l  SAMEORIGIN: can only be displayed if the top-
frame is of the same “origin” as the page itself. 
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Frame-Options –  
Example Use-Cases 

l  A.1. Shop 
l  An Internet Marketplace/Shop link/button to "Buy 

this" Gadget, wants their affiliates to be able to 
stick the "Buy such-and-such from XYZ" 
IFRAMES into their pages. 

l  A.2. Confirm Purchase Page 
l  Onlineshop "Confirm purchase" anti-Click-Jacking 

page. The Confirm Purchase page must be 
shown to the end user without possibility of 
overlay or misuse by an attacker. 
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Frame-Options 

l  Frame-Options 
l  In EBNF:  
Frame-Options = "Frame-Options" ":" "DENY"/ 
"SAMEORIGIN" / ("ALLOW-FROM" ":“URI) 

l  DENY: The page cannot be displayed in a frame, 
regardless of the site attempting to do so. 

l  SAMEORIGIN: can only be displayed in a frame 
on the same origin as the page itself.  

l  ALLOW-FROM: can only be displayed in a frame 
on the specified origin 6 



6. Frame-Options - TBD 
l  Updates:  

l  allow framing clarified to “AllAncestors” - 
AllAncestors by default, NoAncestors as opt-in. 

l  Interdependencies with CSP: no overlap with 
CSP1.0, but discuss overlap with CSP2.0? 

l  TBD:  
l  Origin: is not the same as in origin draft 

(scheme:URI:port) 
l  Allow-From: one (not multiple origins - parsing 

performance problem with multiple origins?) 
l  Behavior in case of a fail: “No-Frame page” 7 



Frame-Options – Discuss 
Allow-From 

l  Allow-From: from only one location 
l  Reasons:  

1.  Privacy of other allowed framing sites 
2.  Keep size of http header small 
3.  Not to handle on web servers but in application 

l  Procedure: 
l  Origin of requesting page will be verified 

dynamically by the server and answer with 
matching Allow-From if authorized. 

l  i.e. generate FO header on a per request basis 8 



Frame-Options – roll into 
CSP??? 

l  Discussion on the mailing-list whether to integrate 
FO into CSP1.1 or CSP2.0 (tbd by W3C 
WebAppSec WG) 

l  There was a little, but not extensive discussion on 
the mailing-list. 

l  Maybe pre-questions to the room:  
l  who has read CSP1.1, who knows XFO? 
l  What should be the criteria for stuff to be rolled into 

CSP? 
l  Should we try to roll “all” http headers into CSP (or as 

many as possible)? 
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Frame-Options – roll into 
CSP??? 

l  Arguments:  
l  Pro CSP:  

l  reduce “header bloat” by integrating into CSP? 
l  Question: What is the experience of current cost of 

“header bloat” by current XFO header (as implemented 
today by Google, MS and Mozilla)? 

l  Pro keep FO outside of CSP: 
l  Experience with XFO header is fine and migration from 

existing XFO header (as we have today) is straight 
forward.  

l  generating FO header per request allows to have only 
one allowed origin in the header and not list of origin vs. 
building CSP per request?  
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Thank you 
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