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Note	  Well	  
The	  brief	  summary:	  	  
•  This	  summary	  is	  only	  meant	  to	  point	  you	  in	  the	  right	  direc7on,	  

and	  doesn't	  have	  all	  the	  nuances.	  The	  IETF's	  IPR	  Policy	  is	  set	  forth	  
in	  BCP	  79;	  please	  read	  it	  carefully.	  	  

•  By	  par7cipa7ng	  with	  the	  IETF,	  you	  agree	  to	  follow	  IETF	  
processes.	  	  

•  If	  you	  are	  aware	  that	  a	  contribu7on	  of	  yours	  (something	  you	  
write,	  say,	  or	  discuss	  in	  any	  IETF	  context)	  is	  covered	  by	  patents	  or	  
patent	  applica7ons,	  you	  need	  to	  disclose	  that	  fact.	  	  

•  You	  understand	  that	  mee7ngs	  might	  be	  recorded	  and	  broadcast.	  	  
	  
For	  further	  informa9on:	  	  
Talk	  to	  a	  chair,	  ask	  an	  Area	  Director,	  or	  review	  BCP	  9	  (on	  the	  Internet	  Standards	  Process),	  
BCP	  25	  (on	  the	  Working	  Group	  processes),	  BCP	  78	  (on	  the	  IETF	  Trust)	  ,	  and	  BCP	  79	  (on	  
Intellectual	  Property	  Rights	  in	  the	  IETF).	  	  

8-‐Nov-‐2012	   WebSec	  -‐	  IETF	  85	   2	  



Agenda	  

•  Agenda	  Bashing,	  Blue	  Sheets	  (5	  minutes)	  
•  Document	  Status	  –	  Chairs	  (5	  minutes)	  
•  Security	  Framework	  -‐	  Hodges	  (10	  minutes)	  
•  Cer9ficate	  Pinning	  –	  Sleevi	  (20	  minutes)	  
•  Future	  of	  Frame-‐Op9ons	  -‐	  Chairs	  (15	  minutes)	  
•  Open	  mike	  (whatever	  remains)	  

8-‐Nov-‐2012	   WebSec	  -‐	  IETF	  85	   3	  



Document	  Status	  
•  HSTS	  is	  now	  in	  RFC	  Editor’s	  queue	  
•  X-‐Frame-‐Op9ons	  is	  in	  WGLC	  
–  Send	  in	  your	  reviews	  

•  Frame-‐Op9ons	  –	  no	  progress	  due	  to	  ques9onable	  
future.	  More	  on	  this	  later.	  

•  Cer9ficate	  Pinning	  –	  new	  version	  
–  Somewhat	  slow	  

•  Mime-‐Sniffing	  
– Gordon	  Hemsley	  from	  WHAT-‐WG	  would	  like	  to	  do	  this	  
there.	  
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Security	  Framework	  

Jeff	  Hodges	  



Cer9ficate	  Pinning	  

Ryan	  Sleevi	  



Future	  of	  Frame-‐Op9ons	  

Chairs	  



Future	  of	  Frame-‐Op9ons	  

•  Frame-‐Op9ons	  started	  out	  as	  a	  work	  item	  of	  
this	  working	  group	  

•  The	  inten9on	  was	  to	  make	  it	  a	  standard	  
version	  of	  X-‐Frame-‐Op9ons	  
– With	  some	  new	  stuff.	  

•  At	  the	  previous	  mee9ng,	  it	  was	  suggested	  that	  
it	  become	  part	  of	  CSP.	  

•  Now	  WebAppSec	  would	  like	  to	  make	  it	  part	  of	  
their	  UI	  Safety	  document.	  
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Open	  Mike	  


