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Recap,	  what	  problem	  we	  are	  solving?	  
•  Provide	  means	  for	  repository	  operators	  to	  indicate	  
the	  presence	  of	  mul1ple	  publica1on	  points	  of	  
repository	  data	  

•  Mo1va1on:	  
•  An	  addi1onal	  tool	  for	  repository	  HA	  engineering	  
•  Mul1ple	  transport	  protocols	  for	  the	  same	  repo	  
data	  

•  Break	  DNS	  dependencies	  
•  Document	  organiza1ons:	  
•  Update	  on	  TAL	  format	  (RFC	  6490)	  
•  Recommenda1on	  on	  Mul1-‐operator	  support	  in	  
cer1ficates	   2	  



TAL	  Changes	  
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Tes1ng	  exis1ng	  resolvers:	  
1)	  One	  URI	  with	  line	  break	  

2)	  Several	  “working”	  URI:	  

3)	  Several,	  URI	  with	  first	  one	  not	  working:	  
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Tes1ng	  results:	  
RIPE	  NCC	   RCYNIC	   BBN	  

One	  URI	  with	  line	  
break	  

Several	  “working”	  
URI	  

Several,	  URI	  with	  
first	  one	  not	  
working	  

Addi1onally:	  
	  Successfully	  modified	  RIPE	  NCC	  validator	  CLI	  with	  simple	  

logic	  to	  overcome	  last	  test	  (2	  files,	  10	  lines):	  
	  
$	  bin/cer1fica1on-‐validator	  -‐t	  tal/lacnic_bad_new.tal	  -‐o	  validate	  	  
lenght:	  2	  
try:	  rsync://bad.lacnic.net/rpki/lacnic/rta-‐lacnic-‐rpki.cer	  
try:	  rsync://rpki-‐fe2.lacnic.net/rpki/lacnic/rta-‐lacnic-‐rpki.cer	  
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Conclusions	  and	  next	  steps:	  
Conclusions:	  
•  Simple	  change	  in	  TAL	  format	  provides	  higher	  HA	  
•  Most	  exis1ng	  RP	  not	  impacted	  
•  Simple	  change	  available	  to	  change	  RP	  logic	  
	  
Next	  Steps:	  
•  Do	  similar	  test	  on	  cer1ficates	  mul1-‐pub	  support	  
•  Publishes	  reviewed	  version	  if	  needed	  for	  WGLC	  before	  
Vancouver	  

	  
Ques1on	  to	  WG:	  
•  Should	  this	  document	  obsolete	  RFC	  6490?	  
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References	  and	  Ack	  

•  Modified	  RIPE-‐cli	  validator	  code	  and	  tes1ng	  
TAL	  files:	  

hjps://github.com/carlosm3011/rpki-‐validator-‐mpp	  

	  
Thanks	  Gerardo	  Rada	  for	  the	  hacking	  help!	  
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