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Overview	  
●  Opportunistic IKE/IPsec between two gateways 

–  Each one representing one host 
–  A host may be collocated with a gateway 

●  ICMP used to discover IPsec entities 
●  Endpoints are identified by certificates 

–  Typically, self-signed certificates 
–  Optionally bound to the identity (verified) by off-line means 

●  Unlike alternatives, AutoVPN has nothing to do with 
DNS 
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Typical	  Use	  Case	  

●  Two mail servers speaking SMTP 
–  Probably with STARTTLS 

●  Protected by firewall/VPNs 

Mail Server Mail Server 

Firewall/ 
VPN 

Firewall/ 
VPN 

1.Initial connection 

2. Discovery/ 
Authorization 

3. Secure Connection 
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Unencrypted	  traffic	  
flows	  as	  usual	  while	  

the	  signaling	  
protocol	  is	  running	  
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The	  probe	  request	  
goes	  	  from	  Gateway	  

2	  to	  Host	  1.	  
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Gateway	  1	  is	  on-‐path	  for	  the	  probe	  request,	  
so	  it	  can	  intercept	  and	  send	  a	  response.	  The	  
response	  is	  sent	  to	  Host	  2	  to	  make	  sure	  

that	  Gateway	  2	  is	  also	  on-‐path.	  
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Gateway	  2	  proves	  it	  
is	  on-‐path	  by	  
sending	  the	  

Complete	  message.	  
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Probe	  Response	  (UDP/4500)	  

Probe	  Complete	  (ICMP)	  

IKE	  Message	  #1	  

IKEv2	  Signaling	  

Protected	  Traffic	  



Some	  Details	  

•  Using	  ICMP	  “extension	  objects”	  
•  Protocol	  messages	  bound	  together	  with	  
nonces	  
– Also	  bound	  to	  IKE	  message	  #1	  

•  IKE	  extended	  with	  a	  nonce	  and	  with	  a	  human	  
readable	  “contact	  details”	  payload	  
– Payload?	  Nogficagon?	  
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Idengty	  

•  The	  protocol	  uses	  IDi/IDr,	  and	  endpoints	  
present	  cergficates	  

•  An	  admin	  can	  phone	  up	  the	  other	  side	  and	  
validate	  the	  fingerprint	  
–  Idengty	  is	  important,	  even	  in	  an	  opportunisgc	  
context!	  

•  An	  opgonal	  shared	  secret	  allows	  each	  side	  to	  
“roll”	  its	  cergficate	  
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Next	  Steps	  

•  This	  is	  an	  early	  draj,	  WG	  feedback	  is	  
requested	  

•  Coordinagon	  with	  other	  OE	  acgviges	  
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