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Summary	  

•  Apple’s	  Airport	  Extreme	  implementaFon	  is	  a	  
feature	  parity	  upgrade	  from	  NAT-‐PMP	  
– hLp://www.ieO.org/proceedings/88/slides/
slides-‐88-‐pcp-‐5.pdf	  

•  Solid,	  no	  major	  issues	  
•  Some	  interesFng	  results	  
•  Tests	  sFll	  on-‐going	  



LogisFcs	  

•  PCP	  Client:	  hLps://github.com/libpcp/pcp	  
•  PCP	  Server:	  
hLp://www.apple.com/airport-‐extreme/	  

•  Port	  Scanner:	  
hLp://www.whatsmyip.org/port-‐scanner/	  



First	  Test	  

•  MAP	  Add	  
•  Outside-‐>In	  connecFon	  
•  MAP	  Delete	  



MAP	  Add,	  Out-‐>In	  ConnecFon	  



MAP	  Delete	  



Second	  Test	  

•  Create	  Manual	  Mapping	  
•  MAP	  ADD	  
– Same	  internal	  port,	  different	  external	  ports.	  Two	  
external	  ports	  poinFng	  to	  same	  internal	  port.	  

– Possible	  when	  one	  of	  them	  is	  manual	  
•  Rotate	  PCP	  mapping	  
– Same	  external	  port,	  another	  internal	  port.	  
– Not	  possible,	  automaFcally	  allocates	  another	  
external	  port.	  



Airport	  Extreme	  ConfiguraFon	  



MAP	  Add,	  MAP	  Rotate	  



Third	  Test	  

•  MAP	  ADD	  
– Same	  internal	  port,	  different	  external	  ports.	  Two	  
external	  ports	  poinFng	  to	  same	  internal	  port.	  

– Not	  Possible	  when	  both	  mappings	  are	  dynamic	  
(PCP)	  

– First	  External	  30005-‐>	  Internal:	  3005	  (OK)	  
– Then	  External	  30006-‐>	  Internal:	  3005	  (OK,	  but	  was	  
assigned	  30005	  as	  above)	  



Third	  Test	  



Test	  4-‐5	  

•  PREFER_FAILURE	  OpFon	  (not	  supported)	  
•  PEER	  Opcode	  (unsupported,	  Wireshark	  
complains	  PCP	  response	  malformed)	  



Test	  6	  

•  Port	  80	  (OK,	  had	  to	  sudo)	  



Test	  7	  -‐	  Announce	  

Both	  PCP	  and	  NAT-‐PMP	  Announce	  messages	  on	  reboot	  



Test	  8	  

•  Shorten	  LifeFme	  
•  Allowed.	  Very	  good	  for	  tesFng,	  otherwise	  
need	  to	  keep	  guessing	  how	  many	  seconds	  
really	  need	  between	  tests	  unFl	  mapping	  
expires.	  



Test	  9	  

•  PCP	  IntercepFon.	  
•  PCP	  message	  to	  Server	  on	  the	  Internet	  is	  
intercepted	  by	  Airport	  Extreme	  


