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•  New	  use	  cases	  for	  telecommunica+on	  
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Problem	  statement 
•  Current	  statement： 
–  The	  use	  cases	  of	  SACM	  are	  only	  for	  enterprise	  in	  the	  
endpoint,	  	  but	  the	  vast	  majority	  of	  them	  can	  be	  
applied	  in	  the	  scene	  of	  	  telecommunica+ons	  network.	  

•  Problem	  statement： 
–  There	  are	  following	  problems	  for	  the	  safety	  
assessment	  of	  telecommunica+ons	  network	  
equipment:	  
•  Telecommunica+on	  network	  equipments	  need	  more	  
complex	  baseline	  seUng.	  	  

•  Lack	  of	  process	  a3er	  that	  equipment	  security	  policy	  does	  
not	  meet	  the	  security	  posture	  ,	  and	  it	  needs	  remedia+on	  
and	  triggering	  the	  new	  assessment.	  
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Issue:	  For	  the	  same	  requirements,	  	  different	  vendors	  have	  different	  implementa+ons,	  
which	  cause	  different	  detailed	  security	  a^ributes.	  However,	  same	  requirement	  leads	  
to	  same	  baseline.	  This	  scenario	  does	  not	  men+oned	  in	  use	  case	  dra3. 
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Remedia+on 
•  In	  use	  case	  dra3,	  it	  covers	  

–  Baseline	  seUngs	  
–  Assessment	  planning	  
–  Value	  collec+on	  
–  Evalua+on	  

•  However,	  it	  lacks	  	  
–  Remedia+on	  

•  If	  evalua+on	  shows	  there	  are	  mistakes	  on	  specific	  a^ributes,	  the	  details	  of	  
when	  and	  how	  to	  recover	  to	  normal	  state. 
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New	  use	  cases	  for	  telecommunica+on	  equipment 

•  Use	  case	  1：security	  policy	  baseline	  seUng	  
– This	  use	  case	  describes	  the	  process	  of	  seUng	  
security	  policy	  baseline	  of	  the	  telecommunica+on	  
equipment.	  	  

•  Use	  case	  2:	  Security	  posture	  remedia+on	  
– This	  use	  case	  describes	  the	  process	  of	  remedying	  
security	  posture	  when	  the	  posture	  evalua+on	  
result	  of	  has	  not	  complied	  with	  the	  operators	  	  
security	  policy.	  	  



Thank	  you! 


