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Group	  Communica-on	  Use	  Case	  

Network	  Backbone	  
(IPv6	  Mul-cast	  enabled)	  

LoWPAN-‐1	   LoWPAN-‐2	  

Room-‐A	  

Border  
Router-1 
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Border  
Router-2 

Corridor	  

Ligh-ng	  control	  in	  Office	  Building	  

Sensor	  

Po
w
er
	  

lin
e	  



Symmetric	  key	  based	  (recap)	  
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Encrypted	  
(op-onal)	  

Content	  
Type	  

Version	  

Major	   Minor	  
Epoch	   Sequence	  

Number	   Length	   DTLS	  Ciphertext	   MAC	  

Sender	  
ID	  

Sequence	  
Number	  

Content	  
Type	  

Version	  

Major	   Minor	  
Epoch	   Length	   DTLS	  Ciphertext	   MAC	  

Encrypted	  
(op-onal)	  

Use	  DTLS	  record	  layer	  to	  also	  protect	  CoAP	  group	  
communica-on	  messages	  (in	  addi-on	  to	  CoAP	  unicast)	  
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DTLS	  
Record	  



Symmetric	  key	  based	  (updates)	  	  
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• 	  Explicitly	  limit	  the	  group	  size	  <	  100	  nodes	  

• 	  Constrained	  the	  draL	  scope	  to	  ligh-ng	  only	  

• 	  Iden-fy	  how	  to	  cope	  with	  responses	  (if	  any)	  	  
• 	  Follow	  CoAP	  RFC	  recommenda-ons	  based	  on	  matching	  
Token	  values	  

• 	  Handling	  in	  the	  presence	  of	  a	  (forward)	  proxy	  
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Public	  key	  based	  solu-on	  
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Encrypted	  
(op-onal)	  

Protocol	  
ID	  

GSA	  
Context	  

Sequence	  
Number	  

Payload	  
Header	   Payload	   MAC	  

Abstract	  depic-on	  of	  what	  is	  needed	  
SIG	  –	  signature	  based	  on	  public	  key	  crypto	  
MAC	  –	  message	  authen-ca-on	  code	  based	  on	  symmetric	  group	  key	  

SIG	  

PKC	  	  SIG	  
Signed	  Fields	  

Sender	  
ID	  

SYM	  
MAC	  Fields	  

Security	  
Header	  
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Solu-on	  specific	  to	  CoAP	  
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Protect	  CoAP	  headers	  
Use	  CoAP	  Op-ons	  to	  indicate	  group	  security	  
	  

CoAP	  
Header	  

CoAP	  Op-ons	  
	  
	  

CoAP	  Payload	  
	  
	  

IP	  
UDP	  

Protocol	  
ID	  

GSA	  
Context	  

Sequence	  
Number	  

Payload	  
Header	   Payload	   MAC	  SIG	  

Sender	  
ID	  

MAC	  SIG	  

Security	  
Header	  

Security	  
Header	  

PKC	  	  SIG	  
Signed	  Fields	  

Original	  CoAP	  Payload	  

SYM	  
MAC	  Fields	  

Abstract	  
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Op-onally	  in	  DTLS	  layer	  
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Protocol	  
ID	  

GSA	  
Context	  

Sequence	  
Number	  

Payload	  
Header	   Payload	   MAC	  SIG	  

Sender	  
ID	  

Security	  
Header	  

Abstract	  

Encrypted	  
(op-onal)	  

Content	  
Type	  

Version	  

Major	   Minor	  
Epoch	   Sequence	  

Number	   Length	   DTLS	  Ciphertext	   MAC	  

Sender	  
ID	  

Sequence	  
Number	  

Content	  
Type	  

Version	  

Major	   Minor	  
Epoch	   Length	   DTLS	  Ciphertext	  	  	  	  	  	  	  	  	  	  	  	   MAC	  

Encrypted	  
(op-onal)	  

DTLS	  
Record	  

SIG	  

PKC	  	  SIG	  
Signed	  Fields	  

SYM	  
MAC	  Fields	  

dra$-‐kumar-‐dice-‐groupcomm-‐security-‐00	  



Public	  key	  op-on	  

•  Per	  message	  
– Signature	  size?	  (use	  smaller	  key	  strengths)	  
– Computa-on	  

•  Latency?	  (precomputa-on?)	  
•  Power?	  (DoS	  for	  baeery	  operated	  devices)	  
•  Code-‐size/memory?	  	  
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Public	  key	  op-ons	  

•  Group	  security	  inside	  CoAP	  
– CoAP	  layer	  changes?	  

•  In	  the	  DTLS	  layer	  
– Transparent	  	  to	  CoAP	  
– Applicable	  to	  possibly	  other	  applica-on	  messages	  

9	  
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