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New	  Terms	  
•  TransacKon	  Client	  (TC)	  –	  Node	  that	  originates	  a	  
request.	  

•  TransacKon	  Server	  (TS)	  –	  Node	  that	  acts	  on	  a	  
request	  and	  sends	  an	  answer	  
– Different	  from	  “Client”	  and	  “Server”	  as	  defined	  in	  RFC	  
6733.	  

– Defined	  in	  the	  context	  of	  a	  given	  transacKon	  
– When	  a	  server	  sends	  a	  request	  to	  a	  client,	  the	  server	  
becomes	  the	  TC	  and	  the	  client	  the	  TS.	  

•  “Client”	  and	  “Server”	  in	  these	  diagrams	  refer	  to	  
TC	  and	  TS.	  
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Abatement	  Techniques	  

•  Thro`ling	  –	  rejecKng	  some	  percentage	  of	  
requests	  

•  Diversion	  –	  forwarding	  of	  some	  fracKon	  of	  
requests	  to	  other	  servers	  with	  available	  
capacity.	  

•  Agents	  can	  delegate	  abatement	  downstream,	  
or	  perform	  it	  locally	  
– Choice	  varies	  for	  different	  abatement	  techniques,	  
report-‐types,	  and	  abatement	  algorithms.	  	  
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Architectural	  Principles	  
•  Some	  basic	  principles	  
–  Thro`ling	  should	  be	  done	  at	  the	  TC,	  or	  as	  close	  as	  
possible.	  	  
•  For	  varying	  definiKons	  of	  “as	  close	  as	  possible”	  
•  TC	  has	  the	  greatest	  knowledge	  of	  how	  thro`ling	  decisions	  
will	  affect	  the	  client	  applicaKon	  

•  The	  closer	  to	  the	  TC	  a	  request	  is	  thro`led,	  the	  less	  it	  uses	  
network	  resources	  

– Diversion	  should	  be	  done	  at	  the	  last	  hop	  before	  the	  
TS,	  or	  as	  close	  as	  possible	  
•  For	  varying	  definiKons	  …	  
•  Typically	  only	  the	  last	  hop	  can	  control	  TS	  selecKon.	  
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Simple	  Agent:	  CapabiliKes	  
Announcement	  
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C A S

xxR OC-S-F:C xxR OC-S-F:C

xxA OC-S-F:S

xxA OC-S-F:S



Simple	  Agent:	  Report	  Handling	  
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C A S

xxR OC-S-F:C xxR OC-S-F:C

xxA OC-S-F:S
OLR: Host

xxA OC-S-F:S
OLR: Host

Overloaded

Remember OLRThrottle
some HRs

xxR OC-S-F:C
RR

xxR OC-S-F:C
HR

xxA OC-S-F:S
OLR: HostxxA OC-S-F:S

OLR: Host

Throttle some 
realm-routed requests

xxA Throttled

xxR OC-S-F:C
HR

Infer Realm Overload

Even More
Overloaded



Simple	  Agent:	  Realm	  Report	  
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C A S

xxR OC-S-F:C xxR OC-S-F:C

xxA OC-S-F:S
OLR: Host

xxA OC-S-F:S
OLR: Host

Overloaded

Remember OLR

Throttles
Some RRs

xxR OC-S-F:C
HR

xxA OC-S-F:S
OLR: HostxxA OC-S-F:S

OLR: Host
OLR: Realm

xxR OC-S-F:C
HR

Infer Realm Overload

Even More
Overloaded



MulKple	  Servers:	  Diversion	  
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C A S1

xxR OC-S-F:C xxR OC-S-F:C

xxA OC-S-F:S1
OLR: Host

xxA OC-S-F:S1
OLR: Host

Overloaded

Remember OLR,
Divert some RRs to S2

xxR OC-S-F:C
RR

xxA OC-S-F:S2
xxA OC-S-F:S2

xxR OC-S-F:C
RR

S2



MulKple	  Servers:	  Realm	  Reports	  
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C A S1

xxR OC-S-F:C xxR OC-S-F:C

xxA OC-S-F:S1
OLR: Host

xxA OC-S-F:S1
OLR: Host

Overloaded

Remember OLR,
Divert some RRs to S2

xxR OC-S-F:C
RR

xxA OC-S-F:S2
OLR: HostxxA OC-S-F:S2

OLR: Host
OLR: Realm

xxR OC-S-F:C
RR

S2

Uh oh, the whole realm
is overloaded!

Overloaded



Simple	  Agent:	  DOIC	  impacts	  
•  Single	  OLR	  can	  result	  in	  mulKple	  abaKng	  nodes	  
–  e.g.,	  client	  abates	  HR	  requests,	  agent	  abates	  RR	  
requests.	  

•  MulKple	  OLRs	  may	  occur	  in	  same	  answer	  
–  Supported	  in	  current	  spec	  
– May	  need	  constraints	  (e.g.	  must	  be	  different	  report	  
types?)	  

•  Agents	  need	  to	  be	  able	  to	  insert	  Realm-‐type	  OLRs	  
into	  answers.	  

•  Need	  an	  error	  code	  to	  say	  a	  request	  was	  
thro`led	  by	  an	  agent	  (or	  server.)	  
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Mixed	  CapabiliKes	  Announcement	  
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C A S

xxR OC-S-F:C xxR OC-S-F:AC

xxA OC-S-F:S

xxA OC-S-F:AS

A Replaces OC-S-F with its own



Mixed	  Algorithms	  
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C A S

xxR OC-S-F:C
loss xxR OC-S-F:C

loss, rate

xxA OC-S-F:S
rate

OLR: ratexxA OC-S-F:S
loss

OLR: loss

Supports loss
 and rate

Prefers rate

A Performs local rate
limiting. If C exceeds
rate, sends loss OLR



Mixed	  CapabiliKes:	  DOIC	  Impacts	  

•  Agents	  need	  to	  be	  able	  to	  replace	  OC-‐S-‐F	  in	  
requests	  

•  Agents	  need	  to	  be	  able	  to	  replace	  OC-‐S-‐F	  in	  
answers	  

•  Agents	  need	  to	  be	  able	  to	  remove	  or	  replace	  
OLRs	  

•  Agents	  need	  to	  present	  a	  coherent	  view	  of	  
DOIC	  to	  each	  “side”.	  
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Non-‐SupporKng	  Client:	  CapabiliKes	  
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C2 A S

xxR OC-S-F:C1
xxR OC-S-F:C1

xxA OC-S-F:S
xxA OC-S-F:S

C1

C2 does not
support DOIC

xxR
xxR OC-S-F:A

xxA OC-S-F:S
xxA

A adds its caps

A strips server caps



Non	  SupporKng	  Client:	  OLRs	  
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C2 A S

xxR OC-S-F:C1 xxR OC-S-F:C1

xxA OC-S-F:S
OLRxxA OC-S-F:S

OLR

C1

xxR xxR OC-S-F:A

xxA OC-S-F:S
OLRxxA

A performs abatement
for C2

Local abatement

xxR

xxA Throttled

What is correct code?
C2 will not understand
DOIC specific codes.



Non	  SupporKng	  Server	  
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S2A S1

xxR OC-S-F:C xxR OC-S-F:C

xxA OC-S-F:S1
OLRxxA OC-S-F:S1

OLR

C

A reports on behalf of S2.

A determines from some
out-of-band method that

 S2 is overloaded.

xxR OC-S-F:C1 xxR OC-S-F:C1

xxAxxA OC-S-F:A
OLR



Non-‐SupporKng	  Agent	  1	  
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DOIC related AVPs
pass through A1

transparently
C1

C2

A1 A2

S1

S2

Note that A2 cannot tell
that A1 does not support DOIC

as currently specified

A2 can perform 
diversion for 

RR Requests. 
Inserts OC-S-F for any 
non-supporting client.



Non-‐SupporKng	  Agent	  2	  
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C1

C2

A1 A2

S1

S2
Diversion not possible. 
Avoid this in general.



Non-‐SupporKng	  Node:	  DOIC	  
Impacts	  

•  Agents	  must	  be	  able	  to	  insert	  OC-‐S-‐F	  AVPs	  
into	  both	  requests	  and	  answers.	  

•  Agents	  must	  be	  able	  to	  remove	  OC-‐S-‐F	  AVPs	  
from	  both	  requests	  and	  answers.	  

•  Agents	  must	  be	  able	  to	  insert	  host	  reports.	  
•  Agents	  must	  be	  able	  to	  remove	  OLRs	  
•  Agents	  must	  be	  able	  to	  abate	  host-‐routed	  
requests.	  	  
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Inter	  Domain	  Trust	  
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Domain 2
(Trusted)

C1

C2

A1 A3

S1

S2

A2(a) will police DOIC AVPs from 
Domain 3. A2(b) will pass them 
transparently. Either way looks

identical to Domain 1.

A2(a)

A2(b)

Domain 1 Domain 3
(Untrusted)



DOIC	  Impacts	  

•  A	  DOIC	  node	  must	  be	  able	  to	  tell	  if	  a	  peer	  
supports	  DOIC	  
– Must	  be	  able	  to	  disKnguish	  between	  a	  DOIC	  avp	  
from	  a	  DOIC	  supporKng	  peer,	  vs	  one	  passed	  
transparently	  by	  a	  non-‐supporKng	  peer.	  

•  We	  may	  need	  to	  be	  able	  to	  a`ribute	  a	  DOIC	  
AVP	  to	  the	  node	  that	  originated	  it.	  
– This	  needs	  further	  study.	  If	  this	  is	  true,	  then	  there	  
may	  be	  no	  such	  thing	  as	  transparent	  pass-‐through	  
by	  a	  DOIC	  agent.	  
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Agent	  Related	  RecommendaKons	  

•  Mostly	  suggesKons	  for	  non-‐normaKve	  
guidance	  
– …	  but	  some	  may	  require	  normaKve	  changes	  
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General	  

•  Need	  a	  “Diameter	  Thro`led”	  error	  code	  
– Request	  should	  not	  be	  retried	  
– What	  about	  non-‐supporKng	  clients?	  

•  MulKple	  OLRs	  allowed	  in	  a	  single	  message	  
– Currently	  allowed,	  as	  long	  as	  report	  types	  do	  not	  
conflict	  
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CapabiliKes	  Exchange	  

•  Agents	  can	  be	  reporKng-‐nodes,	  reacKng-‐
nodes,	  or	  both.	  

•  When	  acKng	  as	  a	  ReacKng-‐Node,	  the	  agent	  
must	  insert	  OC-‐S-‐F	  into	  requests	  
– May	  copy	  from	  inbound	  request	  or	  replace	  with	  
its	  own.	  
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CapabiliKes	  Exchange	  (cont)	  

•  When	  acKng	  as	  a	  ReporKng-‐Node,	  the	  agent	  
must	  insert	  OC-‐S-‐F	  into	  answers	  
–  If	  the	  agent	  changed	  the	  OC-‐S-‐F	  in	  a	  request,	  it	  
needs	  to	  reverse	  the	  modificaKon	  in	  the	  answer.	  	  

•  Peers	  must	  be	  able	  to	  disKnguish	  an	  DOIC	  
supporKng	  agent	  from	  a	  non-‐supporKng	  agent	  
– Even	  if	  a	  DOIC	  agent	  otherwise	  passes	  the	  AVPs	  
through	  unchanged.	  
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Overload	  Abatement	  

•  A	  DOIC	  relay	  that	  includes	  (or	  passes	  through)	  an	  
OC-‐S-‐F	  AVP	  must	  ensure	  any	  resulKng	  OLRs	  are	  
honored	  
–  Can	  be	  through	  local	  abatement	  or	  delegaKon	  

•  Agent	  should	  use	  all	  available	  informaKon	  to	  
determine	  overload	  condiKons	  
– Not	  just	  explicit	  OLRs.	  Examples:	  

•  Errors,	  Kme	  outs,	  and	  slow	  response	  Kmes	  
•  Infer	  realm	  overload	  from	  host-‐reports.	  
•  Out-‐of-‐band	  methods	  
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Overload	  Abatement	  (cont)	  

•  When	  possible,	  diversion	  is	  be`er	  than	  
thro`ling.	  
– But	  must	  be	  done	  with	  care!	  
– Typically	  needs	  to	  be	  done	  by	  node	  that	  does	  final	  
server	  selecKon	  

– HR	  requests	  typically	  cannot	  be	  diverted	  
•  Emphasis	  on	  “typically”	  

IETF	  90-‐	  DIME	  WG	   28	  



Overload	  Abatement	  (cont)	  

•  Thro`ling	  is	  best	  done	  as	  close	  to	  source	  as	  
possible	  
–  But	  there	  may	  be	  good	  reasons	  a	  given	  deployment	  
needs	  agent	  thro`ling.	  

•  If	  an	  agent	  thro`les	  a	  request,	  it	  must	  send	  an	  
answer	  with	  an	  appropriate	  error	  code.	  
–  Bad	  things	  happen	  if	  you	  don’t.	  

•  Agent	  must	  be	  careful	  to	  avoid	  redundant	  
abatement	  situaKons	  
–  This	  may	  be	  algorithm-‐specific	  
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