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Basic	  Network	  Policy	  

•  Sets	  of	  Policy	  used	  by	  	  
– Policy-‐Based	  Rou?ng	  (PBR)	  IM	  	  
–  I2RS	  Local	  Policy	  (LP)	  IM	  
– BGP	  IM	  	  
– Traffic	  Steering	  Model	  	  
– SFC	  Model	  	  

•  No	  templates	  in	  netmod	  work	  	  
– Wish	  there	  were	  
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Data	  Stores	  

Config	  

Status	  

i2RS	  	  

Templates	  for	  yang	  

Policies	  

BGP	  
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Policy	  sets	  collect	  policy	  groups	  

Policy-‐Set 
Policy_Set_Name	  

Policy-‐Group Policy-‐Group 

Policy-‐Set 
Policy_Set_Name	  

Basic	  Network	  Policy	  In 

Policy_Set_Name	  

Basic	  Network	  Policy	  In 

Policy_Set_Name	  

Policy-‐Set 
Policy_Set_Name	  

Policy	  Rules	  make	  be	  
included	  by	  name	  in	  array	  
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Basic	  Network	  Policy	  (BNP)	  IM	  	  	  
Policy-‐Set 
Policy_Set_Name	  

Policy-‐Group 

Policy-‐Rule 

Policy-‐CondiAon Policy-‐AcAon 

Local-‐Policy-‐Rule 

PBR-‐Rule	   

ComposiAon 

Inheritance 

Inheritance 

Policy-‐Group 

Inheritance 

RIB	  Policy	  Rules 
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BNP	  	  -‐	  Policy	  Group	  Component 

Policy-‐Group 
Iden?ty	  	  	  	  	  
(name	  +	  ID)	  	  	  
priority	  
Precedence	  
Security-‐model	  
 

Policy-‐Rule 
Enabled	  
Mandatory	  
Usage	  (refcnt)	  1..* 

1 

AggregaAon 

Role	   
Scope	  	  	  	  
Resources	  	  
	  
	  

1 

RouAng	  	  
Agent	  Tree	   
	  por?on	  of	  tree	  
RIB-‐IM	  [Read/Write]	  
BGP-‐IM	  [Read/Write]	  

Scope	   

	  read	  
	  write	  
	  read	  and	  write	  

1 
1..* 

1 

1 

Groups	  contained	  in	  
Groups	  	  	  

IdenAty	  –	  name	  plus	  version	  id	  
Resource	  –	  how	  much	  memory	  or	  other	  resources	  
will	  take	  to	  write	  the	  policy	  (5	  ACLs	  vs	  300K	  ACLs)	  	  
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	  BNP	  Policy	  Rule 

Policy-‐Rule 

iden?ty	  
priority	  
precedence	  
security-‐model	  

Policy-‐CondiAon 

variable	  
value	  
match-‐operator 

Policy-‐AcAon 

variable	  
value	  
set-‐operator	  
Result 

1 

1..* 

1 

1..* 

Role	   
Scope	  	  	  	  
	  
	  

1 

RouAng	  Agent	  Tree	   
	  	  
	  

enumeraAon	  
Scope	   

	  read	  
	  write	  
	  read	  and	  write	  

1 

1..* 

1 

1..* 
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C	  

c	  

Policy-‐Group 

iden?ty	  
priority	  
Precedence	  
Role	  
	  
 

Policy-‐Rule 

iden?ty	  
priority	  
precedence	  
security-‐model	  

Policy-‐Group-‐
Extension 

Policy-‐Rule-‐
Extension 

Policy-‐CondiAon 

variable	  
value	  
match-‐operator 

Policy-‐AcAon 
variable	  
value	  
set-‐operator 

1..* 

1 

1 

1..* 

1 

1..* 

AcAon-‐
Extension 

CondiAon-‐
Extension 

BNP	  	  IM	   

AggregaAon 

Role	   
Scope	  	  	  	  
	  
	  

RouAng	  	  
Agent	  Tree	   

	  por?on	  of	  tree	  

1 

1..* 

1 
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PBR	  policy	  	  set	  	  

BNP_policy_set 
Policy_Set_Name	  

Policy-‐Group Policy-‐Group 

RIB_Policy_SET 
Policy_Set_Name	  

PBR_policy_set	   
Policy_Set_Name	  

QOS	  Extensions 
Policy_Set_Name	  

Policy	  Rules	  make	  be	  
included	  by	  name	  in	  array	  

BGP	  Extensions 
Policy_Set_Name	  

Policy-‐Rules Policy-‐Rules 
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QOS_	  
Extensions 

Prb_policy_set	   PBR-‐
CondiAon 

1 

1..* 

Policy	  Based	  RouAng	  
InformaAon	  Model	  (PBR	  IM) 

Forward-‐AcAon 

next-‐hop-‐variable	  
next-‐hop-‐value	  
forward-‐operator 

QoS-‐AcAon 

QoS-‐variable	  
QoS-‐value	  
set-‐operator 

CondiAon 

variable	  
value	  
match-‐
operator 

1 

1 

0..* 

0..* 

Variables:	  IP	  
PDU	  fields 

IP	  src/dest	  
IP	  Proto	  type	  
IP	  TOS/DSCP	  
ICMP	  +	  field	  
PDU	  length	  

Match	   

Longest	  
prefix	  
Exact	  	  
Range	  match	  
Length	  
match	  

PBR	  forward	  
acAons 

Drop	  packet	  	  
Drop	  packet	  +	  
ICMP	  
Forward	  specific	  	  
Forward	  default	  

AcAon 

Set	  IP-‐TOS/
DSCP	  
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PBR-‐rouAng-‐
instance 

PBR_INSTANCE_	  
_NAME	  
ROUTER_ID	  	  

PRB_INSTANCE_	  
NAME	  is	  index	  key	  	  

Interface-‐
list	   

1 

1 

PRB_RIB 

PRB_RIB_NAME	  
1..* 

Route 
ROUTE_PREFERENCE	  1 

0..* 

PRB_RIB_family 

IPV4_RIB_FAMILY	  
IPv6_RIB_FAMILY	  
MPLS_RIB_FAMILY	  
IEEE_MAC_RIB_	  	  FAMILY	  

1 

PBR	  IM	  	  
 

Interface-‐
idenAfier	  

1 

0..* 

prb-‐rib-‐list 

PRB_LIST_
NAME	  

1 

1 

1 

1 

PRB_policy_
set 

PRB_LIST_	  
NAME	  

BNP_policy_set 

RIB_policy-‐set-‐extension 

PRB_policy_set_extensions 

BGP_policy_set_extensions 

1 

1 

1 

1 

1 

1 

1 

1 

1 

PRB_Default_RIB 

PRB_RIB_NAME	  
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BGP 

Router-‐id	  
AS_#	  
Protocol_	  
status	  	  
Shutdown-‐
Protocol	  
BGP_ROLE	  

BGP_	  
Instance_	  

list 

	  	  

Interface-‐
list	   

1 

1 

1 

BGP_LOCAL_RIB 

	  	  

1 

BGP	  	  model	  	  
 

Interface-‐
idenAfier	  

1 

0..* 

BGP_	  
INSTANCE 

BGP_INSTANCE_NAME	  
BGP_INSTANCE_CREATE	  
BGP_INSTANCE_TYPE	  
BGP_VENDOR_TYPE	  
AFI	  
SAFI	  
	  

1 

1 

1 

BGP_PEER_LIST 
1 

BGP	  instance_	  type	  	  
enumerates	  flags	  
found	  in	  configs	  
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What’s	  next	  	  

•  Thank	  you	  for	  input	  –	  Tom	  Petch,	  Dean	  
Bogdanovic,	  Jeff	  Haas,	  Keyur	  Patel	  

•  Best	  if	  this	  is	  aligned	  with	  PBR	  netmod	  and	  
some	  templates	  	  

•  Want	  to	  do	  this	  as	  weekly	  Discussion	  Group	  
and	  drans	  on	  github	  	  

•  Any	  input	  taken	  ..	  	  


