
RTCWEB	  
Stun	  Usage	  for	  Consent	  Freshness	  

	  	  
dra7-‐ie:-‐rtcweb-‐stun-‐consent-‐freshness-‐05	  

	  	  
	  IETF	  90	  

RTCWEB	  meeCng	  

	  
Presenter:	  Dan	  Wing	  

Authors:	  Muthu	  Arul,	  Dan	  Wing,	  Tiru	  Reddy,	  	  
MarCn	  Thomson,	  Ram	  Mohan	  R	  

dra7-‐ie:-‐rtcweb-‐stun-‐consent-‐freshness-‐05	  
1	  



Changes	  to	  -‐05	  (slide	  1/2)	  

Ø Consent	  expiraCon	  and	  revocaCon	  now	  agrees	  
with	  interim	  meeCng	  consensus	  
Ø Consent	  check	  every	  5	  seconds	  +/-‐	  randomized	  
20%	  
Ø RandomizaCon	  necessary	  for	  p2p	  system?	  	  (MarCn	  
Thompson	  /	  Paul	  Kyzivat	  on	  mailing	  list)	  

Ø 	  Consent	  immediately	  revoked	  with	  auth.	  Failure	  
Ø TLS	  fatal	  alert	  
Ø AuthenCcated	  STUN	  Forbidden	  (403)	  
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Changes	  to	  -‐05	  (slide	  2/2)	  

Ø Added	  text	  for	  TCP	  transport	  
Ø Clarified:	  	  consent	  not	  sent	  by	  ICE-‐Lite	  

Ø  Everyone	  okay	  with	  that?	  

Ø Removed	  Appendix,	  which	  had	  
implementaCon	  example	  
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STUN	  Consent:	  Next	  Steps	  

Ø Update	  per	  Paul	  K’s	  list	  comments	  
Ø Fix	  randomizaCon	  

Ø WGLC	  
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