
Valida&on  of  IPv6  Neighbor  
Discovery  Op&ons

Dra$-‐gont-‐6man-‐nd-‐opt-‐valida1on-‐01	  
F.	  Gont,	  R.	  Bonica,	  W.	  Liu	  



History

•  Started	  life	  as	  dra$-‐gont-‐6man-‐lla-‐opt-‐valida1on	  
•  Iden1fied	  two	  ND	  vulnerabili1es	  
•  Vector:	  cra$ed	  SLLA	  /	  TLLA	  op1on	  
•  Remedy:	  Op1on	  valida1on	  

• WG	  requests	  scope	  to	  be	  expanded	  (IETF	  89)	  
•  Iden1fy	  all	  required	  ND	  Op1on	  valida1ons	  
•  New	  dra$:	  dra$-‐gont-‐6man-‐lla-‐opt-‐valida1on	  
•  Iden1fies	  addi1onal	  edits	  



Status

• Progress	  
•  Iden1fied	  addi1onal	  edits	  
•  Covered	  all	  ND	  op1ons	  

• Outstanding	  issues	  
•  Should	  we	  reiterate	  edits	  mandated	  by	  exis1ng	  RFCs?	  
•  Have	  we	  succeeded	  in	  doing	  so?	  



Ask

• Adopt	  as	  WG	  item	  


