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Note Well
Any submission to the IETF intended by the Contributor for publication as all or part of an IETF Internet-Draft or RFC and any 
statement made within the context of an IETF activity is considered an "IETF Contribution". Such statements include oral statements 
in IETF sessions, as well as written and electronic communications made at any time or place, which are addressed to: 

• The IETF plenary session
• The IESG, or any member thereof on behalf of the IESG
• Any IETF mailing list, including the IETF list itself, any working group or design team list, or any other list functioning under 

IETF auspices
• Any IETF working group or portion thereof
• Any Birds of a Feather (BOF) session
• The IAB or any member thereof on behalf of the IAB
• The RFC Editor or the Internet-Drafts function

All IETF Contributions are subject to the rules of RFC 5378 and RFC 3979 (updated by RFC 4879). 

Statements made outside of an IETF session, mailing list or other function, that are clearly not intended to be input to an IETF activity, 
group or function, are not IETF Contributions in the context of this notice.  Please consult RFC 5378 and RFC 3979 for details. 

A participant in any IETF activity is deemed to accept all IETF rules of process, as documented in Best Current Practices RFCs and 
IESG Statements. 

A participant in any IETF activity acknowledges that written, audio and video records of meetings may be made and may be available 
to the public.

http://www.rfc-editor.org/rfc/rfc4879.txt
http://www.rfc-editor.org/rfc/rfc3979.txt


Agenda

Administrivia, Introduction (10 min)
Chairs

Problem Statement, (25 min)
Stephane Bortzmeyer
draft-ietf-dprive-problem-statement

Evaluating DNS Privacy Methods, (10 min)
Allison Mankin
(draft?)

https://datatracker.ietf.org/doc/draft-ietf-dprive-problem-statement/


Agenda (cont.)
Solution Space

Private-DNS, (20 min)
Phillip Hallam-Baker
draft-hallambaker-privatedns

TLS for DNS: Initiation and Performance Considerations, (25 min)
 Allison Mankin

draft-hzhwm-dprive-start-tls-for-dns

DNS TLS Variations, (25 min)
Paul Hoffman
draft-hoffman-dprive-dns-tls-alpn
draft-hoffman-dprive-dns-tls-https
draft-hoffman-dprive-dns-tls-newport

https://datatracker.ietf.org/doc/draft-hallambaker-privatedns/
https://datatracker.ietf.org/doc/draft-hallambaker-privatedns/
https://datatracker.ietf.org/doc/draft-hzhwm-dprive-start-tls-for-dns/
https://datatracker.ietf.org/doc/draft-hzhwm-dprive-start-tls-for-dns/
https://datatracker.ietf.org/doc/draft-hoffman-dprive-dns-tls-alpn/
https://datatracker.ietf.org/doc/draft-hoffman-dprive-dns-tls-alpn/
https://datatracker.ietf.org/doc/draft-hoffman-dprive-dns-tls-https/
https://datatracker.ietf.org/doc/draft-hoffman-dprive-dns-tls-https/
https://datatracker.ietf.org/doc/draft-hoffman-dprive-dns-tls-newport/
https://datatracker.ietf.org/doc/draft-hoffman-dprive-dns-tls-newport/


Before We Begin....
DPRIVE is chartered to address the issue of ensuring the 
confidentiality of DNS queries between Client and 
Recursive Resolver....  

...while making minimal application changes and 
maintaining backwards compatibility with existing DNS 
infrastructure.



Before We Begin....

Two Assumptions:
1. Recursive Resolver is trusted
2. We don't need it to be perfect. 
"perfect is the enemy of good"



Before We Begin....

What we are NOT working on:

DNS 2.0
Changing Authoritative Server Behavior


