Security Threats of OLSRv2
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Objective

Identlfy vulnerabllltles Wlthout mlnlmum securlty
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Draft Structure
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Vulnerabilities

* Topology map acquisition

e Attack on jittering, hop-count and hop-limit attacks,
cliEch

e Effective Topology

n
e Incorrect forwarding. wormholes. sequence number
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Mitigation of vulnerabilities

* Inherent OLSRV2 resilience
e Sequence number for freshness
e |gnoring uni-directional links
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¢ Rejecting certain invalid controlmessages
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What's Next

e Jarget:

 |Informational RFC

 Histories
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