HTTPS and delegation of
encrypted traffic between
interconnected CDNs
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The classic use case:

An uCDN is delegating delivery of encrypted traffic (HTTPS) to a dCDN

... because encrypted traffic is on a steep rise:
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The classic use case:
An uCDN is delegating delivery of encrypted traffic (HTTPS) to a dCDN

... and you want to avoid messages like this:

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer

@@ v |g https://paypal.com/ j “93 X 1 Ilzs.:..:..gle

J File Edit VYiew Favorites Tools Help

W e (@ Certificate Error: Navigation Blocked J ﬁ i v dm v b Page ~ @TE

[@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

® More information
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The classic use case:

An uCDN is delegating delivery of encrypted traffic (HTTPS) to a dCDN

Some existing technical solutions:

delegation of keys & cert management from the uCDN to the dCDN
session key exchange in the TLS negotiation (aka Keyless SSL)
alternative services defined in HTTPbis, DANE etc.

extensions to CDNI metadata interface (see Ben’s e-mail)

there’s more...



Some brainstorming questions:

* is CDNI the right working group to look at HTTPS traffic delegation ?
* what’s the interaction with the other working groups?

e should CDNI include this topic in the next charter?

* isthere interest / are people willing to work on the topic?

* if adopted as an item, what are the future steps?

v’ put together a draft... and then what next?
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Now’s the time to throw the rotten tomatoes at me!



