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Client Certificates in DANE
TLSA Records

e Owner name format:




_smtp-client.devicel.example.com. IN TLSA (
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Authentication Moaqel

e Client has an identity assigned corresponding to
a DNS domain name.

» Client has a private/public key pair and a
ificate bindin domai




Client identity in Certificate

e Two options, Subject Alternative Name’s:




Signaling Client |d

e Server may want an explicit indication from the
ient that it has a TLSA record, to avoid

unnecessary DNS queries in-band with TLS
handshake.




Signaling Client lo
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Client Requirements

 Must have a signed TLSA record published
corresponding to DNS name and X.509 client

certificate

* Client's name must appear in the certificate’s




Server Requirements

* Send Certificate Request message in TLS handshake.

e Extract client identity from presented certificate.

» Construct DNS guery name for corresponding TLSA




More detalls

https://tools.ietf.org/html/draft-hugue-dane-

client-cert-01
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