SDN!--basedSecunty Services.using I2NSE) [2NSF
(draftt--jeongo--i2nst: -—sdin--seetnity t y--senvices: s—02))
hitp:/iEtatracker.etf org/docidiraft - jeong - i2nsf - sdn - security - services

“‘ W'ékl”éIJ“J%"IMI“LMlji‘lllI;luilﬂillll'u -

QSAJEZI_.I-LHQII'E Jaehoon (Paul) Jeong ETIRI

39 ¥ SUNGKYUN KWAN UNIVERSITY pauljeong@skku.edu °|- .;_:. x-l II. % ﬂ OL.'.! _—r[ OJ



Contents

g Architecture for SDN-based Security Services
Il NETCONF/YANG
~
IOl Program Execution for Firewall Figring
R

]




Architecture for SDN-based

Security Servjces
| | : A r L . a il i . ‘ o | ; MN . Re
 l Fﬂll ILI{E:M l‘hmilﬂllml gl H'u lu‘éllmmll i MWMI U{“ élmll“k!ﬂh Muilul ll"%mlé




Architecture (1/2) Q-
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Architecture (2/2) Q -
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SDN-based Security Services usingi2NSF
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Procedure for SDN-based FireV\'/allfFiItering

Client Server Attacker
Hello
(1) Hello e (4)
- —
5 Edit-config for filtering with
=2 ri1 P addressR (
(3)

Edit-config (RPGreply)

1. Client and Server make a session by using NETCONF/YANG.
2. Client configures thérewall table of Server to block specific IP addresses.

3. Server (as Security Function in virtual machine) asks firewall filtering
to be set up ivwitcheshrough Switch Controller.

4. After the configuration of the firewall table, packets from an attaiskedopped.



YANG Data Modeling for IP AddresS Filtering

{ [module filter {
: namespace "http://skku.com/cps/example/filter";
\ prefix filter; /

»

import ietf-inet-types {
prefix inet;

1

import tailf-common {
prefix tailf;

1

/* A set of filtering structures */
container filters {

“:) Address tailf:callpoint hcp;

. . list filter {
Fllterlng key identification;
max-elements 64;
leaf identification {
type string;
1
leaf where {
type string;
mandatory true;
dmm e m e e -
leaf ip {
type inet:ip-address;
mandatory true;
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NETCONF Command for IP Address'Filtering (1/2)

<?xml version="1.0" encoding="UTF-8"7>
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"=
=capabilities=
<capabilitysurn:ietf:params:netconf:base:1.0</capability>
</capabilities>
</hello=
11=11=
<?xml version="1.0" encoding="UTF-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<edit-config=
<target>
<running/=
</target=
<config=>

IP Address l,— <filters xmlns="http://skku.com/cps/fexample/filter" \

xmlns:nc="urn:ietf:params:xmlL:ns:netconf:base:1.0">

Fl|tel’lng : <filter nc:operation="create">
) <identification=Malicious_Node_1</identification>
FOr MaIICIOUSI <where=Source</where=
I <ip>115.145.178.166</ip>
Node 1 I‘ {,f'filter::
Mo ___</filters> /
=</config=
<fedit-config=
</rpc=
11=11=
<?xml version="1.0" encoding="UTF-8"7=
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
=close-session/=
</rpc=

11=11>
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NETCONF Command for IP Address'Filtering (2/2)

IPAddress ([~~~ T >
Filtering
For Malicious
Node 2 /

IP Addresses

for Filtering




