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Motivation

Monitoring

Detects infrastructure problems

Detects misconfiguration

Detects misbehaving RPKI authorities

Increases trust in RPKI

Existing tools

Not tailored specifically towards distributed monitoring

Offer limited inspection of non-ROA objects
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RPKI MIRO: Monitoring and Inspection of RPKI Objects

Two components

Validator: Easy to use, CLI interface, allows distributed
monitoring

Browser: GUI based web application, allows detailed
inspection of RPKI objects

Increased transparency for CA’s and RPKI users
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Validator Browser

Global RPKI



Validator

Trust 
Anchor

Fetching Validation Statistics

# timestamp
# objects
# valid 
# invalid
# errors
# warnings 

Export

.json, SQL db, Java Object

rpsl, csv, ...
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Browser
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Browser

Current state

View .cer and .roa in tree structure, .mft and .crl coupled to
resource certificate

Filter for specific objects

View basic statistics

Possible future work

Aggregate Views: Hosted vs. delegated, visualized prefix map,
...

User configurable event-based alarms

More meaningful object names in tree-view

What would you like to see?
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Conclusion

Find out more

Code is on github: https://github.com/rpki-miro

MIT licensed

Meanwhile, try out the browser at
http://rpki-browser.realmv6.org/

Feedback

Any feedback is highly appreciated

After session, or to andreas.reuter@fu-berlin.de
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