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JOHN MATTSSON 

BACKGROUND 
•  Heartbleed has illustrated the security problems with storing 

private keys in the memory of the TLS server.

•  HSMs provide good security, but are inflexible and difficult to 
deploy when TLS servers run virtualized in the cloud.

•  Especially if the application server that uses TLS moves 
between different data centers.

•  HSMs do not protect against misuse if an adversary gains 
possession of the HSM itself.

•  Network-attached HSMs is a solution but they use proprietary 
network protocols tied to the specific HSM vendor.

•  There are several other proprietary session key interfaces 
deployed but no standardized solution.

•  A standardized TLS Session Key Interface is needed. 
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JOHN MATTSSON 

TLS SESSION KEY INTERFACE (SKI) 
•  With TLS SKI the TLS server is split into two distinct entities called Edge Server and Key Server that 

communicate over an encrypted and mutually authenticated channel.

•  The public certificates (not private keys) are pre-provisioned in the Edge Server. The private keys are 
stored in a highly trusted key server, separated from client facing servers.

•  This increases the security by shrinking the attack surface and reducing damage if the Edge Server is 
compromised.

•  It also enables secure handling of TLS connections in the cloud, and the Edge Server can be placed 
close to the clients, reducing latency.

•  The interface uses modern web technologies like JSON, CBOR, HTTP, CoAP, TLS, and REST.

•  SKI supports the most commonly used key exchange methods ECDHE_ECDSA, ECDHE_RSA, and RSA, 
together with X.509 or raw public key authentication.

Key Server Edge Server Client 

Handshake SKI 
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HTTPS	  200	  OK	  
Content-‐Type:	  applica7on/json	  
{	  output:	  Signature	  }	  

TLS	  ServerKeyExchange	  (	  gx,	  Signature	  )	  

TLS	  ClientHello	  (	  SNI,	  TLS	  versions,	  Cipher	  suites,	  ClientRandom	  )	  

TLS	  ServerHello	  (	  TLS	  version,	  Cipher	  suite,	  ServerRandom	  )	  

TLS	  Cer7ficate	  (	  Server	  Cer@ficate	  )	  

TLS	  ClientKeyExchange	  (	  gy	  )	  

TLS	  Finished	  

TLS	  

HTTPS	  PUT	  
Content-‐Type:	  applica7on/json	  
{	  	  protocol:	  “TLS	  1.2”,	  
	  	  	  method:	  “ECDHE”,	  
	  	  	  hash:	  “SHA-‐256”,	  
	  	  	  spki:	  SPKI	  Fingerprint,	  
	  	  	  input:	  ClientRandom	  ||	  ServerRandom	  ||	  gx	  }	  

ECDHE KEY EXCHANGE 
 

CLIENT	  

PreMasterSecret = (gy)x 

Chose certificate based on SNI and/or IP 

Generate ServerRandom, x 

Chose TLS version and cipher suite 

Origin	  Edge	  
Server	  

Origin	  Key	  
Server	  
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CoAP	  2.04	  Changed	  
Content-‐Format:	  applica7on/cbor	  
{	  output:	  PreMasterSecret	  }	  

TLS	  ClientHello	  (	  SNI,	  TLS	  versions,	  Cipher	  suites,	  ClientRandom	  )	  

TLS	  ServerHello	  (	  TLS	  version,	  Cipher	  suite,	  ServerRandom	  )	  

TLS	  Cer7ficate	  (	  Server	  Cer@ficate	  )	  

TLS	  ClientKeyExchange	  (	  Encrypted	  PreMasterSecret	  )	  

TLS	  Finished	  

TLS	  

CoAP	  PUT	  
Content-‐Format:	  applica7on/cbor	  
{	  	  protocol:	  “DTLS	  1.0”,	  
	  	  	  method:	  “RSA”,	  
	  	  	  spki:	  SPKI	  Fingerprint,	  
	  	  	  input:	  Encrypted	  PreMasterSecret	  }	  

RSA KEY EXCHANGE 
 Origin	  Edge	  

Server	  
Origin	  Key	  
Server	  CLIENT	  

PreMasterSecret 

Chose TLS version and cipher suite 

Chose certificate based on SNI and/or IP 
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SESSION KEY DERIVATION 

•  With PreMasterSecret, ClientRandom, and ServerRandom, the Origin Edge 
Server can derive all the different TLS session keys.

PreMasterSecret 

ClientRandom 

ServerRandom 

MasterSecret 

ClientRandom 

ServerRandom 

ClientWriteMacKey 

ServerWriteMacKey 

ClientWriteEncryptionKey 

ServerWriteEncryptionKey 

ClientWriteIV 

ServerWriteIV 


