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IPv6 at Apple

IPv6 supported for many years in OS X and iOS
IPv6 used by Apple products (e.g., IPv6LL for configuring AirPort base stations)
IPv6 widely available internally on Ethernet and Wi-Fi networks
• SLAAC (no DHCPv6)

NAT64 Wi-Fi SSID available for testing in all engineering areas
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IPv4 Server

IPv4 Access 
Connectivity
IPv4 Access  

Connectivity 
with NAT

IPv6 Server

IPv6 Access 
Connectivity

Cellular Data Network
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Cellular Data Network
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IPv4 Server

Cellular Data Network
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DNS64
NAT64

IPv6 Server

IPv6 Access 
Connectivity

DNS64 synthesizes IPv6 address for IPv4 server
NAT64 performs IPv6 to IPv4 address translation



All iOS apps MUST 
support IPv6 natively

and work on NAT64 networks
App submission requirement later this year
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Most iOS apps are 
IPv6 compatible already

 
Most of the rest have 
only trivial bugs to fix
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But…
How to test?
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Step 1 
Option Click 

Sharing



Step 1 
Option Click 

Sharing

Step 2 
Option Click 

Internet Sharing

Step 3 
Turn on NAT64
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IPv4 WAN

IPv6 Access 
Connectivity

DNS64
NAT64

NAT64 + DNS64 Internet Sharing
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IPv6 Adoption Strategy
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464XLAT 
( IPv4 Client + Client NAT + NAT64 )

vs. IPv6 Client + NAT64

IPv4 Client can only 
talk to IPv4 Servers

IPv6 Client can also 
talk to IPv6 Servers
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NAT64 Prefix Choice?

NAT64 engine in current OS X 10.11 (El Capitan) developer seed uses 2001::/64
• Part of the reserved Teredo prefix — some software may handle this specially
Propose moving to 2001:2: a:bb1e/64
• Part of Testing/Benchmarking prefix

Feedback?
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