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What is IPFIX
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• Refers to “Applying IPFIX to Network Measurement and Management” by
Brian Trammell

– What is IPFIX                                                        — Introducing the IPFIX IE-DOCTORS



How IPFIX Fits into DOTS
From DOTS charter:

“The aim of DDoS Open 
Threat Signaling (DOTS) is to 
develop a standards based 
approach for the realtime
signaling of DDoS related 
telemetry and threat 
handling requests and data 
between elements concerned 
with DDoS attack detection, 
classification, traceback, and 
mitigation. “
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From draft-ietf-dots-
requirements:
“Attack telemetry: Collected network 
traffic characteristics enabling the 
detection, classification, and in many 
cases traceback of a DDoS attack.
...
To achieve this aim, the protocol 
must permit the DOTS client to 
request or withdraw a request for 
coordinated mitigation; ... and to 
supply summarized attack 
information and additional hints the 
DOTS server elements can use to 
increase the accuracy and speed of 
the attack response.”

This document focuses on the DDoS related telemetry information part for DOTS, and 
proposes using a set of IPFIX IEs for the goal of DDoS attack inspection.



IPFIX Information Elements (IEs) for Security 
• Standard IEs                       
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processing delay 
(T2-T1)increases. 

TCP half-connection 
states increase suddenly

Session completing 
ratio decreases 
suddenly.

Server side packet 
loss ratio increases 
suddenly.

• An example of IEs for security

Key 
Metrics for 
Attack 
Detection

IP 5 tuple Session 
delay(handshake 
time T2-T1）

Abnormal 
connection 
state(Terminate,
half-connection, RST，
ACK/SYN-ACK)

Fragment packet 
statistics

DNS statistics (UDP
Flood）

Session 
completing ratio

Session packet loss 
ratio

Packet payload 
signature

Session packet 
statistics (FSD, Flow 
Size Distribution)

Others...

A syn flood attack process



Major Steps of Using IPFIX in DDoS Attack 
Inspection (Telemetry Process) 

Data Mining

• Abnormal session ratio increases 
suddenly
• answer-seizure ratio decreases 
suddenly
• Latency increases suddenly
• Concurrent sessions increase suddenly

•TCP FSD“sunken”
•UDP FSD“floating”
•Packet digest repetition 
degree increases suddenly

Session Sampling
(IPFIX IEs) 

Abnormality Screening

•Abnormal session source、destination subnet TOPN

•Abnormal session source、destination IP TOPN

•Abnormal session service TOPN

•Precisely locate the attack source
•Precisely locate the attack target

•Identify abnormal“elephant flow”

•Generate attack suppression policies

•ACLs block attack traffic

•Sending digest of packet contents block attack traffic

•Sending traffic steering policies for cleaning

Traffic 
cleaning 
policies

Coarse
Grained

Fine
Grained

Data 
sampling
policies
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Major Steps of Using IPFIX in DDoS Attack 
Inspection (DOTS Elements Interaction) 

6

DOTS client or 
router/switch DOTS Server

1. Attack telemetry 
Information (IPFIX)

Mitigator
3. Mitigation policy

DOTS client or 
router/switch DOTS Server

1. Attack telemetry 
Information (IPFIX)

Mitigator

2. Attack detection based on
telemetry information

3. Notify DOTS client it’s 
under attack

4. DOTS client sends mitigation
request

2. Attack detection based on
telemetry information

5. Mitigation policy

Mode 1 – DOTS Server Enabled Mitigation

Mode 2 – DOTS Client Enabled Mitigation



Challenges of Using IPFIX in DDoS
Attack Inspection
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• Packet sampling can not be aware of the session related 
information: statistics, status, duration, other metrics;

• Low packet sampling probability for small session: the 
smaller packet sampling probability leads to big difficulty to detect 
small session based attacks (SYN-Flood, ACK-Flood, etc);

• Lack of support for correlated bidirectional sampling: 
today’s packet sampling is independently applied in each direction 
and leads to the difficulty to correlate the statistic of both sides. 
Example: SNMP/DNS Reflected Amplification;

• Current information is not sufficient: without detailed 
information, it’s impossible to distinguish some attacks, such as IP 
fragment attack and Slowloris HTTP attack, from the ordinary ones



Solution: Security Extension of IPFIX



IPFIX Security Extension IEs
• Upstream/downstream counters for packets and octets

– pktUpstreamCount
– pktDownstreamCount
– octetUpstreamCount
– octetDownstreamCount

• ICMP echo/reply counters 
– icmpEchoDeltaCount
– icmpEchoReplyDeltaCount

• TCP connection anomaly information
– A new values is added to FlowEndReason: 0x06 protocol exception 

timeout
– tcpControlStateBits
– tcpOutoforderTotalCount
– tcpPayloadOctetTotalCount
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• Network session related: completing ratio,
abnormal session ratio, concurrent session 
ratio, half-connection, etc. 
• Apply for DDoS flood attack inspection for 
syn, udp, icmp, dns, ntp, and so on.



IPFIX Security Extension IEs (Continue)
• Fragment statistic

– fragmentPacketDeltaCount
– fragmentFirstTooShortDeltaCount
– fragmentFlagErrorDeltaCount

• Flow Metric Distribution
– octetVariance
– flowTimeIntervalVariance
– flowSessionEndMilliseconds
– flowTimeInterval
– serverResponseTime
– clientResponseTime
– sessionResponseTime
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DDoS Fragment attack inspection

• Session packet number/distribution, 
session size distribution, session running time
and response time, session time distribution,
etc.
• Apply for various DDoS flood attack inspection:
syn, udp, dns, icmp, fragment, etc.



Next Steps

• Solicit comments;

• Keep on improving
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Thanks!

Liang Xia (Frank)
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