TLS 1.3 Hackathon

Nick Sullivan, CloudFlare Inc.



What is TLS?



A protocol that encrypts and
authenticates transport for
HTTPS, WebRTC, others.
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Current Status

Draft 12: Near final draft
Implementations:

- F#

- OCaml

- C(NSS)

- Go (Under construction)

OpenSSL: “We’re not starting until the final draft”




Hackathon Goals

1. Finish integration with Firefox so we can do an HTTP request.

2. Actually demonstrate Firefox->CloudFlare interop (tls13.cloudflare.com)
3. Resumption-PSK between NSS and Mint

4. O-RTT between NSS and Mint

5. O-RTT in Firefox

6. (Stretch goal) O-RTT between Firefox and CloudFlare



