
  

DNS/DNSSEC/DANE/DNS-over-
TLS etc. Team – IETF95 Hackathon

In-Person:
Ray Bellis, Sebastian Castro, Sara Dickinson, John 

Dickinson, Ralph Dolman, Robert Edmonds, Evan Hunt, 
Shumon Huque, Daniel Kahn Gillmor, Shane Kerr, Dave 

Lawrence, Allison Mankin, Benno Overeinder, 
Jan Včelák, Dan York

Remote: 
Linus Nordberg, Melinda Shore, Marek Vavruša, Gowri 

Visweswaran

Following slides represent some of the efforts.  
Check with individuals for more details.



  

Varied Projects

 Sources
● RFC 7766 (DNS-over-

TCP)

● draft-ietf-dprive-dns-
over-tls 

● draft-ietf-dnsop-edns-
chain-query 

● Draft-shore-tls-dnssec-
chain-extension 
(DANE/TLS)

    Platforms
● BIND9

● Unbound

● Knot Recursive

● getdns

    

    Other Topics
● Performance

● Security hardening



  

BIND9 - Chain Query – Dave Lawrence
● Added EDNS CHAIN option (DNSOP draft in RFC-Editor) to 

dig (+chain or +chain=closest.trust.point).

● Added named options to allow chain as a server or request 
chain when forwarding.

● Only replies with chain when over TCP or with valid cookie.

● DOESN'T ACTUALLY YET INCLUDE THE OTHER DNSSEC 
RECORDS

● Added subsystem test.

● Example screenshot shows the current tests along with one 
dig showing

● CHAIN option in request and reply



  

Chain Query Screen Shot



  

Unbound – Chain Query – Ralph Dolmans

● Partially completed implementation of EDNS0 
chain query in the Unbound recursive open 
source

● To be continued, including interoperability 
testing with implementations in BIND9, dig etc.



  

getdns - DNSSEC Transparency – 
Linus Nordberg 

● TRANS WG effort, see reporting (to come) on 
dnssec-trans mailing list

● Working tools test out well so far
● Erlang port in C_src/dnssec.c is the untested 

part
● Please get in touch if you are a fiendish 

DNSSEC tester and would like to contribute 
more tests



  

getdns – API Hardening – Shane Kerr



  

Knot Recursive - DNS-over-TLS (and 
TCP OOOP) - Jan Včelák, Daniel Kahn Gillmor, 

Marek Vavruša  
● Knot Recursive DNS Server

http://knot-resolver.readthedocs.org/en/latest/build.html

● Added support for DNS over TLS (DPRIVE 
draft in RFC-Editor Queue)

● For this to perform well, needed TCP out-of-
order processing (OOOP), and this was added 
too.



  

BIND9 - dnssec-keymgr – Evan Hunt and 
Sebastian Castro

● Code available at https://github.com/each/bind9-collab

● Defined a list of features/bug fixes/documentation we wanted to 
achieve this weekend

– Features: Generate new keys based on a policy (DNSSEC 
bootstrapping).

– Flags to make it more verbose

– Bugfixes: Lots of changes to comply with PEP8 (coding 
guideline for Python). More robust error handling. Policy 
validation

– Documentation: How to use the tool to fully sign and 
manage a zone with DNSSEC

● Lessons learned: How to write better Python code, cleaner, 
following guidelines. Better documentation. Lots of new 
features. Discovered bugs associated to new tools.



  

getdns – Performance Testing – John Dickinson 

● Plan was to exercise different transport modes   
(UDP, TCP, TLS)

● Wanted to test DNS name server performance
● Ended up profiling getdns performance instead! 

Discovered some limitations that need 
investigating...

– (File desc limits, TCP 0 Window size).  



  

getdns – Google Public DNS-over-
HTTPS (and HTTP) – Sara Dickinson 

● Announced April 1st (not a joke!)

– Top tweet among those from #OARC24
● Not based on a standard but investigated behaviour. 

Report at link below

https://portal.sinodun.com/wiki/display/TDNS/Google%27s+Public+DNS-over-HTTPS

● Started implementation in getdns but not finished

https://portal.sinodun.com/wiki/display/TDNS/Google%27s+Public+DNS-over-HTTPS


  

getdns – enhanced web-based 
query tool – Gowri Visweswaran

OFFICIAL: https://getdnsapi.net/query.html
TEST: https://getdnsapi.net/gowri.html

https://getdnsapi.net/gowri.html


  

Getdns – TLS Extension – Shumon 
Huque and Willem Toorop

● Short presentation by Shumon and Willem
● Implementing draft proposed to TLS WG



  



  



  


