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Setup TLS for cheetara.hugque.com
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Languages used: C

Libraries used:
* OpenSSL 1.1.x:

* all TLS functions; custom extension
construction and processing; DANE TLSA
certificate authentication.

" getdns 1.0.0bl

" TLSA/DNSSEC chain query, generation, and

verification.

Sample output from the server:

$ ./chainserver -4 5001

Built DNSSEC chain data for

 5001. tcp.cheetara.huque.com, size=3039 octets
Chain Server listening on port 5001

Sample run from the client:

$ ./chainclient -d cheetara.huque.com 5001
Connecting to IPv4 address: 50.116.63.23 port 5001
Sent DNSSEC chain extension (53)
Received DNSSEC chain extension (53). #octets: 3039
>> Debug: RR: 5001. tcp.cheetara.huque.com. TLSA
>> Debug: RR: huque.com. DNSKEY
>> Debug: RR: huque.com. DNSKEY
>> Debug: RR: huque.com. DS
>> Debug: RR: com. DNSKEY
>> Debug: RR: com. DNSKEY
>> Debug: RR: com. DS

[...]
DNSSEC status: SECURE
TLSv1l.2 handshake succeeded.
Cipher: TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384
DANE TLSA 3 1 1 [8477cdb8e095...] matched EE cert at
depth O
Validated Certificate chain:

0 Subject CN: cheetara.huque.com

Issuer CN: cheetara.huque.com
SAN dNSName: cheetara.hugque.com
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