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Introduction

 This document defines a YANF data model corresponding
to the information model for I2NSF capability interface
(i.e., NSF facing interface).

 It describes a data model for three security capabilities
(i.e., network security functions).
 Network security control
 Content security control
 Attack mitigation control

 It covers three use cases:
 Firewall for Network security control
 VoIP/VoLTE for Content security control
 DDoS attack for Attack mitigation control



Generic Data Model of VoIP/VoLTE

<Figure 1. Generic Model of VoIP/VoLTE>



YANG Data Model

namespace

<Figure 2. YANG Data Model of NSF Facing Interface>

 Module : ietf-i2nsf-capability-
interface.

 We refer to the RFC 6020 for
YANG.

 The YANG data model is based
on the information model of
network security functions, as
defined in the [draft-xia-i2nsf-
capability-interface-im-05].

 The YANG data model is made
of the information model, as
shown in Figure 1.
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Data Model of VoIP/VoLTE (1/4)

<Figure 3. YANG Data Model of NSF Facing Interface for VoIP/VoLTE>



Data Model of VoIP/VoLTE (2/4)

<Figure 4. YANG Data Model of NSF Facing Interface for VoIP/VoLTE>



Data Model of VoIP/VoLTE (3/4)

<Figure 5. YANG Data Model of NSF Facing Interface for VoIP/VoLTE>



Data Model of VoIP/VoLTE (4/4)

<Figure 6. YANG Data Model of NSF Facing Interface for VoIP/VoLTE>



Next Steps

 Susan’s Draft and Jeong’s Draft will be merged for
the YANG data model for the updated information
model for NSF facing interface:
 draft-xia-i2nsf-capability-interface-im-06

 Implementation
We will develop NSF facing interface using the merged

YANG data model.

We will prepare for I2NSF Hackathon using the YANG data
model in IETF96 Seoul Meeting in November, 2016.


