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What do I say here?
I missed the TLS Options
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Several different things that can be done for dealing with trust models.
• CA infrastructure – problem is getting a single group to deal with this in some 

cases.  Also may need to determine the infrastructure that you are using before 
talking to the server so that you know if you are going to be able to supply a client 
certificate to do mutual auth.

• Manual configuration – scale problems
• DANE lookups – need to do more than the simple is this the right certificate, still 

need to additionally look at is this someplace where I trust results that are going to 
come back.

• Discovery is documented in RFC 7585 – should we wrap it in here or keep it 
separate.  Preference for refer to it but don’t include it.

• If do lookup in DNS ala 7585, need to be sure that the trust decisions are based on 
the original DNS address and not on the final one.  Different keys/client certs may 
apply based on the starting DNS point even if they resolve to the same AAA 
address.
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Current the TCP draft is experimental status – so it would need to be updated.
DTLS – should we roll this into a single draft?  Makes it easier to find and update as 
long as we are not trying to get new TLS versions rolled out too quickly.
*Unsure of how much DTLS exists, but does solve some problems.
*No harder to configure using PSK than current methods of configuration

TCP says don’t do re-transmits, but this breaks down if you get a TCP->UDP change at 
some point.  What does this mean if you have UDP->TCP where the NAS will re-
transmit even though some portion is reliable.
Expectation is that this is going to be network boundaries – would expect to be 
monolithic inside of a company but might change when go outside of the company.
May be a set of well defined proxies that need to make these transitions.
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