EDU Tutorial;

DNS Privacy



http://sinodun.com

Overview

e (Goal;

e Give audience historical background on why DNS
Privacy is an important topic




Internet Privacy



https://www.aclu.org/

DNS Privacy




ETF Privacy activity

March 2011 |I-D: Privacy Considerations for Internet Protocols (I1AB)

June 2013 |Snowdon revelations

July 2013 |REC6973: Privacy Considerations for Internet Protocols



https://tools.ietf.org/html/rfc6973
https://tools.ietf.org/Ehtml/rfc7258
https://tools.ietf.org/html/rfc7624

RFC 7258

"PM is an attack on the privacy of Internet users
and organisations.”
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DNS Privacy in 20137

 DNS [RFC1034/5 - 1987] - original design availability,
redundancy and speed! (DNS is an enabler)

e DNS standards:
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DNS Disclosure Examp\e 1
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DNS Privacy in 20137

« RFC6891: Extension Mechanisms for DNS (EDNSO)
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http://www.apple.com

DNS Disclosure Example 2
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https://lists.dns-oarc.net/pipermail/dns-operations/2016-January/014141.html
https://tools.ietf.org/html/rfc7871
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DNS Disclosure Example 3




DNS - complications

» Basic problem is leakage of meta data

e Allows re-identification of individuals
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» Even without user meta data traffic analysis is


http://www.bbc.com/news/technology-37353835

DNS Risk Matrix

In-Flight

At Rest

Risk

Passive
Monitoring

Active
Monitoring

Other
Disclosure
Risks
e.g. Data
breaches

DNS Privacy Tutorial @ IETF 97

Stub => Rec

Rec => Auth
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DNS Service Discovery

e Devices advertise services on local network
(DNS, mDNS)

e (Other devices then discover the service and use it
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DNS-SD Privacy

* Advertising leaks information about:
 User - ‘'name’, devices, services (user tracking)

e Devices - services & attributes (port, priorities)
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DNS Privacy options (2013)
- DNSCurve | RecursveAuh

 Daniel J. Bernstein, initial interest but not adoption

* DNSCrypt —

- * Many implementations, several open DNSCrypt

Anti-spooting, antli Dos


https://tools.ietf.org/html/draft-dempsky-dnscurve-01
https://www.dnscrypt.org/
https://www.opendns.com/about/innovations/dnscrypt/
https://browser.yandex.com/desktop/main/

DNS Privacy options (2014)

 Run a local resolver (Unbound)

 DNSTrigger (NLNet Labs)
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G0al was DNooktC, not Frivacy!


https://www.nlnetlabs.nl/projects/dnssec-trigger/

DPRIVE WG




DPRIVE WG

e DPRIVE WG create in 2014
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https://datatracker.ietf.org/group/dprive/charter/
https://datatracker.ietf.org/group/dprive/charter/

DNS Privacy problem
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REC 7626 -
DNS Privacy Considerations

Worth a read - many
interesting issues here!

 Problem statement: Expert coverage of risks
throughout DNS ecosystem

 Rebuts “alleged public nature of DNS data”

* The data may be public, but a DNS ‘transaction’
IS not/should not be.

“A typical example from outside the DNS world is: the web site of
Alcoholics Anonymous is public; the fact that you visit it should not be.”

DNS Privacy Tutorial @ IETF 97 22 Nov 2016, Seoul


https://datatracker.ietf.org/doc/rfc7626/

Choices, choices...

e S0... we know the problem but what
mechanism to use for encrypting DNS?

o STARTTLS

f

Drarts supmittea on all

t(hese solutions 1o the
WOorking group



https://tools.ietf.org/html/draft-wijngaards-dnsop-confidentialdns-03

Encryption Options

b R ORS S Downgrade attack on negotiation
 Known technigue Port 53 - middleboxes blocking?
e |Incrementation deployment |* Latency from negotiation




Encrypted DNS "TODQO’ list

e (Getanew port

 DNS-over-TCP/TLS: Address issues in
standards and implementations

n n
i i c cluUCatior O No Servers oo bt
» | | : A PRGC S : ) D) a o " o\ VA% D &5 B B N LI > ~aAC A
ey | § LI s s L =Y g ' - G | v J 4 & ¢ < #, Y, e VAL e W R LY. P e P - LA ¥ 4
Lhis S O M e i e RN g et R ) o el P (TR s A Pt TR wr S e By T o N WSV PP e TS Fe S e AR I T
el ¢ S0 SITRAT 3 o 3 = .- 2a1 At 2 ok . By O - S A = Vs o A r

4 Y ==
.....



https://www.ietf.org/mail-archive/web/dns-privacy/current/pdfWqAIUmEl47.pdf

Get a new port!

 (One does not simply get a new port...

* (Oct 2015 - 853 is the magic number




DNS + TCP/TLS?

DNS-over-TCP history:

* typical DNS clients do ‘one-shot’ TCP

[
« DNS servers have very basic TCI
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Fix DNS-over-TCP/TLS

TFO Fast Open
TLS session resumption
ARESSES



https://tools.ietf.org/html/rfc7766
https://tools.ietf.org/html/rfc7828

Performance (RFC7766)

Client - pipeline requests, keep connection open and handle out-of-order response

Server - concurrent processing of requests sending of out of order responses

in-order concurrent, OOOR

‘ D, A
q1, g2 q1, g2 m ﬁ

g2 delayed
waiting for g1 0 extra
(+1 RTT)

soon
as possible

l
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Authentication In
DNS-over-(D)TLS

2 Usage Proftiles:

sl SliE@i

® 4 D d I I t | | l | I l t .
..'....;'; ATy it Yy B AL " o b AL A MR X% N OrA T rs S s B RS 0 .. N e ] P L Oy g . — A\ [ ‘.. Asi-2L sy i’ bids !
R ‘.\ L, e 4 R p.'.; o PR et i L it v SR Rk ’.s._-_,.'. . a_'-,?.s-' e A St i S 55 iUy v Chalrd i



https://datatracker.ietf.org/doc/draft-ietf-dprive-dtls-and-tls-profiles/

Authentication In
DNS-over-(D)TLS

* Authentication based on config of either:

e Authentication domain name
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https://datatracker.ietf.org/doc/draft-shore-tls-dnssec-chain-extension/

DNS Auth using DANE

DNS Privacy server




TLS DNSSEC Chain Extension




DPRIVE Solution Documents
(stub to recursive)
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https://tools.ietf.org/html/rfc7858
https://tools.ietf.org/html/rfc7830
http://draft-ietf-dprive-dnsodtls
https://datatracker.ietf.org/doc/draft-ietf-dprive-dtls-and-tls-profiles/

What about Recursive to
Authoritative?

 DPRIVE - Re-charter? WG this Friday!

e |-D: Next step for DPRIVE: resolver-to-auth link
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https://datatracker.ietf.org/doc/draft-bortzmeyer-dprive-step-2
https://tools.ietf.org/html/rfc7816

DNS Disclosure Examp\e 1
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QNAME Minimisation
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Data handling policies

* Do you read the small print of your |ISPs contract?
* More work/research needed in this area

* Monitoring of government policy and practice
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DNS-over-HTTP(S)

 DNS-over-HTTP(S) has been around a while...

e |-D: Review of DNS-over-HT TP



https://datatracker.ietf.org/doc/draft-shane-review-dns-over-http/

DNS-over-HTTP(S)

 Google: DNS-over-HTTPS (non-standard)

e |-D: DNS wire-format over HTTP

« “Servers and clients SHOULD use TLS for

. R Y e



https://developers.google.com/speed/public-dns/docs/dns-over-https
https://datatracker.ietf.org/doc/draft-ietf-dnsop-dns-wireformat-http/
https://datatracker.ietf.org/doc/draft-hoffman-dns-over-http/
https://www.ietf.org/mailman/listinfo/dnsoverhttp

Risk Mitigation Matrix

DNS Privacy Tutorial @ IETF 97

41

In-Flight At Rest
Risk Stub => Rec Rec => Auth At At
Recursive Authoritative
passive [N
monitoring HTTPS)
QNAME
Minimization
Active Authentication
monitoring & Encryption
Other
Dlsglosure Data Best Practices (Policies)
AlELE e.g. De-identification
e.g. Data 9.
breaches

Nov 2016, Seoul



BINNENID

» |-D: Privacy Extensions for DNS-SD - adopted by
WG

e 3 step design



https://datatracker.ietf.org/doc/draft-ietf-dnssd-privacy/

Implementation
Status




RECURSIVE

Recursive Implementations

Features Recursive resolver
Unbound BIND Knot Res
Dark Green: Latest stable release supports this
M Light Green: Patch available
M VYellow: Patch/work in progress, or requires building a patched dependency
| Purple: Workaround available
B Grey: Not applicable or not yet planned

DNS Privacy Tutorial @ IETF 97
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Alternative server
side solutions

 Pure TLS load balancer
 NGINX, HAProxy
 BIND article on using stunnel
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https://portal.sinodun.com/wiki/display/TDNS/Using+a+TLS+proxy
https://kb.isc.org/article/AA-01386/0/DNS-over-TLS.html
http://dnsdist.org/

STUB

Stub implementations

Features

Stub

Dark Green:
M Light Green:
B Yelow:
B Grey:

* getdns uses libunbound in recursive mode

DNS Privacy Tutorial @ IETF 97

digit

getdns

BIND (dig)

Latest stable release supports this

Patch available

Patch/work in progress, or requires building a patched dependancy
Not applicable or not yet planned

46

Nov 2016, Seoul


http://www.nlnetlabs.nl/projects/ldns/
http://www.isi.edu/ant/software/index.html#digit
https://getdnsapi.net/

Implementation Status

* |ncreasing uptake of better DNS-over-TCP, QNAME
minimisation

o Several implementations of DNS-over-TLS
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https://github.com/BII-Lab/DNSoverHTTP

Deployment
Status




“RECURSIVE
DNS-over-TLS Servers

Unbound
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https://portal.sinodun.com/wiki/display/TDNS/DNS-over-TLS+test+servers

STUB

getdns.

Unbound security

 Modern async DNSSEC enabled AP

e https://getdnsapi.net

e Written in C, various bindings (Python, Java,...)
 DNS-over-TLS, validating DNSSEC stub

e ‘Stubby’ now available for testing

DNS Privacy Tutorial @ IETF 97 50 Nov 2016, Seoul


https://getdnsapi.net
https://en.wikipedia.org/wiki/Sergeant_Stubby

Stubby

e A privacy enabling stub resolver (based on
getdns_query tool)
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Stubby In Action

 Reads config from /etc/stubby.cont

« domain name and SPKI pinset authentication
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https://portal.sinodun.com/wiki/display/TDNS/DNS+Privacy+daemon+-+Stubby

Stubby In Action

resolution_type: GETDNS_RESOLUTION_STUB
dns_transport_list: [ GETDNS_TRANSPORT_TLS ]
upstream_recursive_servers:
[ { address_data: 145.100.185.16
, tls_auth_name: "dnsovertlsl.sinodun.com"
, tls_pubkey_pinset:
[ { digest: "sha256"
, value: @x659B41EBA8DCC7QEEIDE24E6219C76EE31954DA1548BAC8519EAES228(B24150
}

Pl
tls_authentication: GETDNS_AUTHENTICATION_REQUIRED

listen_addresses: [ 127.0.0.1, 0::1 ]
idle_timeout: 10000

init

closed: Conn stats Resp=36,Timeouts=0,Auth=Success,Keepalive(ms)=10000
Upstream stats Resp=36,Timeouts=0,Best_auth=Success,Conns=1
Upstream stats Conn_fails=0,Conn_shutdowns=0,Backoffs=0

[01:14:33.667974] GETDNS_DAEMON: 145.100.185.
[01:15:30.746646] GETDNS_DAEMON: 145.100.185.
[01:15:30.746687] GETDNS_DAEMON: 145.100.185.
[01:15:30.746698] GETDNS_DAEMON: 145.100.185.
[01:15:36.567899] GETDNS_DAEMON: 145.100.185.
[01:16:32.377446] GETDNS_DAEMON: 145.100.185.
[01:16:32.377545] GETDNS_DAEMON: 145.100.185.
[01:16:32.377578] GETDNS_DAEMON: 145.100.185.
[01:16:41.664881] GETDNS_DAEMON: 145.100.185.
[01:16:59.188199] GETDNS_DAEMON: 145.100.185.
[01:16:59.188265] GETDNS_DAEMON: 145.100.185.
[01:16:59.188284] GETDNS_DAEMON: 145.100.185.
[01:17:07.794347] GETDNS_DAEMON: 145.100.185.
[
[
[
[
[
[
[
[
[
[
[

wmwww W

Conn stats Resp=233,Timeocuts=0,Auth=Success,Keepalive(ms)=10000
Upstream stats Resp=269,Timeouts=0,Best_auth=Success,Conns=2
Upstream stats Conn_fails=0,Conn_shutdowns=0,Backoffs=0

wwww W

Conn stats Resp=13,Timeouts=0,Auth=Success,Keepalive(ms)=10000
Upstream stats Resp=282,Timeouts=0,Best_auth=Success,Conns=3
Upstream stats Conn_fails=0,Conn_shutdowns=0,Backoffs=0

U

init

closed: Conn stats Resp=1,Timeouts=0,Auth=Success,Keepalive(ms)=10000
Upstream stats Resp=283,Timeouts=0,Best_auth=Success,Conns=4
Upstream stats Conn_fails=0,Conn_shutdowns=0,Backoffs=0

w

01:17:18.745280] GETDNS_DAEMON: 145.100.185.
01:17:18.745350] GETDNS_DAEMON: 145.100.185.
01:17:18.745372] GETDNS_DAEMON: 145.100.185.
01:17:45.707624] GETDNS_DAEMON: 145.100.185.
01:17:56.670120] GETDNS_DAEMON: 145.100.185.
01:17:56.670188] GETDNS_DAEMON: 145.100.185.
01:17:56.670211] GETDNS_DAEMON: 145.100.185.
01:18:05.323299] GETDNS_DAEMON: 145.100.185.
01:18:16.207892] GETDNS_DAEMON: 145.100.185.
01:18:16.207974] GETDNS_DAEMON: 145.100.185.

W ww

init

closed: Conn stats Resp=1,Timeouts=0,Auth=Success,Keepalive(ms)=10000
Upstream stats Resp=284,Timeouts=0,Best_auth=Success,Conns=5
Upstream stats Conn_fails=0,Conn_shutdowns=0,Backoffs=0

Lo n

init

closed: Conn stats Resp=2,Timeouts=0,Auth=Success,Keepalive(ms)=10000
Upstream stats Resp=286,Timeouts=0,Best_auth=Success,Conns=6
Upstream stats Conn_fails=0,Conn_shutdowns=0,Backoffs=0

Pt b b b b b b e b b b e b e e b b e e b e e e
www

w

01:18:16.207997] GETDNS_DAEMON: 145.100.185.




Ongoing and Future work

* Hacking this weekend at the IETF 97 Hackathon

* |ots of work on Stubby and test servers

* OS integration of client solutions




summary

* DNS Privacy is a real problem and more relevant
than ever

* Active work on the large solution space
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Thank you!

Any Questions”




