Internet Privacy

Why does it matter?



Surveillance as social control
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Associational surveillance
(metadata)
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DNS: it’s not just for hostnames

« MX

« SRV

« OPENPGPKEY

... (>80 different types)

https://www.iana.org/assignments/dns-parameters/dns-parameters.xhtml#dns-parameters-4



Behavior changes
(even when no one is watching)

Willingness to Speak

Out
- w

Surveillance unjustified: 0.08, p= .69
{150 2.82)

LT
.e
""""""
tea,
e

Willingness to Speak

Out
-

HHHHH

Climate of Opinion
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Surveillance justified: -0.66, p< .001***
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Neutral Hostile

Under Surveillance:
Examining Facebook’s Spiral
of Silence Effects in the Wake
of NSA Internet Monitoring

Elizabeth Stoychefft,
Journalism & Mass
Communication Quarterly 1-16



TLS SNI

Not Just DNS

Traffic
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