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Overview of activities
Motivation:

● Improved privacy in using DNS services on the Internet
● Implementation of DPRIVE drafts/RFCs

How:

● Securing/encrypting stub to resolver DNS transactions
● DNSSEC/DANE for authenticated TLS

○ for DNS and (any) other communication

● Anti-traffic analysis padding
● ...



Highlights

Stubby (privacy and security on client host) Testing, Interop testing, Outreach Planning 
(Michel, Benno, Allison, Sara)

Stub <-> Recursive Anti-Traffic Analysis Padding: Knot 
Recursive Server (dkg, Ondřej)

Stub <-> Recursive OOOP (for TCP/TLS) Unbound Implementation in Progress 
(Willem)

Stub <-> Recursive OOOP Test Support Server: ###.delay.getdnsapi.net  (Willem)

Python Bindings New Function File-to-List (Matt)

Recursive Ephemeral Certs in Knot (dkg, Ondřej)



Stubby stub resolver
Stand-alone getdns stub resolver

● IPv6 prefix synthesis (DNS64)
● Roadblock avoidance
● DNS privacy

○ TLS authentication (strict/opportunistic)
● ...

Interoperability tests with public/open 
privacy-enhanced resolvers

● Unbound
● Knot resolver
● Bind with ngix 



Ephemeral Certs and Padding
Knot resolver:

● Ephemeral Certs for DNS over TLS implemented
● ENDS0 padding for DNS over TLS *just* finished

○ anti-traffic analysis padding






