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Introduction
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Numeric ldentifiers

« A data object in a protocol specification that can be used to
uniquely distinguish a protocol object from all others

* They usually have specific interoperability requirements, e.g.:

e uniqueness
* monotonically-increasing

« Stable within context
 They have an associated failure severity

e None
o Soft Failure

 Hard Failure
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Issues with Numeric ldentifiers

* For the last 30 years, many protocol specifications and/or
Implementations got them wrong.

 Examples:
 Predictable TCP ISNs

* Predictable transport protocol numbers

* Predictable IPv4 or IPv6 Fragment Identifiers
* Predictable IPv6 IIDs

* Predictable DNS TxIDs

* Lessons learned about numeric identifiers in one protocol were
not leveraged/applied in others

» New protocols/specifications specified/built with same flaws
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Root cause of the problem

* Protocol specifications which under-specify the requirements for
their identifiers

« TCP port numbers and ISNs in [RFC0793]
« DNS TxID in [RFC1035]

* Protocol specifications that over-specify their identifiers

* |Pv6 IIDs in [RFC4291]
e [Pv6 Frag ID in [RFC2460]

* Protocol implementations that simply fail to comply with the
specified requirements
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Ongoing work

 Original I-D (draft-gont-predictable-numeric-ids) now split into three
documents.

 draft-gont-numeric-ids-history:
« Sample time-line for a number of numeric identifiers
« draft-gont-numeric-ids-generation:

« Advice on the specification and generation of numeric identifiers

« Categorize numeric IDs based on interoperability properties and associated
failure severity

» Propose algorithms for each category
« draft-gont-numeric-ids-sec-considerations:

« Advice on security considerations for numeric identifiers

* Not pursued as an I-D anymore. Text to be considered for incorporation in
rfc3552bis
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Ongoing Work

draft-gont-numeric-ids-history
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Update

e Document has timelines for:

 |PVV6/IPV6 ldentification
e TCPISNs

* We're in the process of adding:

« DNS TxIDs
 NFS file handles
« TCP ephemeral ports

* Once we revise the document, it would be mostly finished
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Ongoing Work

draft-gont-numeric-ids-generation
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Analysis of Some Numeric Identifiers

e ittt e e T e e +
| Identifier | Interoperability Requirements | Failure |
| | | Severity |
e e e e e L e e e $-—m - +
| IPv6 Frag | Uniqueness (for IP address pair) | Soft/Hard |
I ID I I I
- e e $-—m - +
| IPvé IID | Uniqueness (and constant within IPv6 | Soft |
I I prefix) (2) I I
e L o - e e L e e +
| TCP SEQ | Monotonically-increasing | Hard |
e ittt e e T e e +
| TCP eph | Uniqueness (for connection ID) | Hard |
I port I I I
- - o - - - +
| IPvé Flow | Uniqueness | None |
I L. I I I
ettt e e e el e +
| DNS TxID | Uniqueness | None |
- - e it - - +
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Categorizing Numeric ldentifiers

+-———- ettt i e +
| Cat | Category | Sample Proto IDs |
| # | I I
+-———- e i e e e L P +
| 1 | Uniqueness (soft failure) | IPv6é Flow L., DNS |
| | | TxIDs |
+--——- e R e e e e P e e e it +
| 2 | Uniqueness (hard failure) | IPvé Frag ID, TCP |
| | | ephemeral port |
+-———- e et o +
| 3 | Uniqueness, constant within context | IPv6 IIDs |
| | (soft failure) | |
+-———- e et e e e e T L P +
| 4 | Uniqueness, monotonically increasing | TCP ISN |
| | within context (hard failure) | |
+-———- o - e e e L P +
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Update

* What we've done:

 Numerous clarifications

« Discuss types of attacks possible with different algorithms
* We're in the process of adding:

« More thorough discussion of reuse of IDs in different layers

* Include additional examples (we already cover reuse of MAC addresses
in IPv6 1IDs)

IETF 97

Seoul, Korea. November 13-18, 2016



Questions?
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