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hash function zoo

hash function: SHA256
* nokey BLAKE
* hash =H(input)

 Verify: Check hash = H(input)
pseudorandom function (PRF): HMAC

* symmetric key
* hash =H(k, input)
 Verify: Cannot without

verifiable random function (VRF):

* asymmetric key (5K, PK)
* hash = VRF_hash(S¥, input)
* Verify: Use
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proof = prove(SK, input)




VRF: verifiable random function

Verifier P Hasher &7
[iiiiii1 input
If verify (P¥, input, proof) proof proof = prove(SK, input)

hash = proof2hash(proof)
Else INVALID



VRFs are useful for...
NSEC5, DNSSEC Authenticated Denial of Existence

Our reference implementation:

CONIKS / Key Transparency / Coname / etc

Cryptocurrencies
Algorand:

A standard is needed.

We found flaws (breaking uniqueness!) in several implementations.4
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VRF security: uniqueness
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VRF security: uniqueness
Verifier Hasher

If verify (P¥, input, proof) proof

proof = prove(SK, input)

hash = proof2hash(proof)
Else INVALID

1-to-1 relationship between input & hash. (Like a hash function!)

Uniqueness:
If PICis fixed, then even an adversary that knows S¥ can't find
...two distinct VRF hash values that are valid for same input
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[iiiiii1 input
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VRF security: collision resistance
Verifier Hasher

If verify (P¥, input, proof) proof

proof = prove(SK, input)

hash = proof2hash(proof)
Else INVALID

Collision resistance. (Like a hash function!)

Collision resistance:
If PICis fixed, then even an adversary that knows S¥ can't find
...two distinct inputs that have the same valid VRF hash
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I have no idea what hash = proof2hash(proof)
input this hash hash

corresponds to.

Only the Hasher can compute the hash.
(Like a PRF whose key you don’t know!)



VRF security: pseudorandomness
Verifier Hasher

proof = prove (SK, input)

I have no idea what hash = proof2hash(proof)
input this hash hash

corresponds to.

Only the Hasher can compute the hash.
(Like a PRF whose key you don’t know!)

Pseudorandomness:

Suppose the VRF keys ( ) are generated in a trusted way.
e Given an input, its VRF hash output looks pseudorandom
e ...toany adversary that does not know its proof or

[y |




VRFs are useful for...

NSEC5, DNSSEC Authenticated Denial of Existence

Our reference implementation:

CONIKS / Key Transparency / Coname / etc

Cryptocurrencies
Algorand:

We found flaws (breaking uniqueness!) in several implementations

A standard is needed.

Preventing offline
dictionary attacks
on hash-based
data structures

‘8
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hash-based data structures
Verifier P2 Hasher &7

root
e :
f Hash-based data

structure
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P .

Hash-based data
structure




hash-based data structures
Verifier P2 Hasher &7

A .

Hash-based data
structure




offline dictionary attacks

Verifier P Hasher ©i

Hash-based data

Offline dictionary attacks
structure

can expose other items
stored in this data structure.
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using VRFs for hash-based datastructures

Verifier P Hasher =7 Use

VRF hashes

o

AR
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using VRFs for hash-based datastructures

Verifier 7 Hasher &¢ Use

VRF hashes
ﬁ@ input b i

proof = prove (SK, input b)

proof
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using VRFs for hash-based datastructures

Verifier P Hasher &I Use

VRF hashes
ﬁ@ input b i

proof = prove (SK, input b)

If verify (PK, input b, proof) proof

hash = proof2hash(proof)
hash is in data structure?
Else INVALID
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using VRFs for hash-based datastructures

Verifier P Hasher &I Use

VRF hashes
Ei input b
—
| can’t lie about

the hash output

 —

If verify (P, input b, proof) proof proot = prove (5K, input b)

hash = proof2hash(proof)
hash is in data structure?
Else INVALID
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VRFs stop offline dictionary attacks

Verifier PI

Hasher &

| can’t compute
hashes on my own!

Use
VRF hashes

Hash-based data
structure
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draft-goldbe-vrf-01 includes

- VRF Security Definitions and Security Considerations

. Elliptic Curve VRF (EC-VRF)
— Fast. Optimized for short proofs.
— Generic algorithm.
. Ciphersuites for NIST P-256 curve and Ed25519 curve.
 Could add ciphersuites for other curves like Ed448
— Newin-01:
« Optimized for curves with cofactor > 1 (i.e. Ed25519)

- Added “key validation” function, so uniqueness and collision
resistance hold even if the public key is generated adversarially

« RSA Full-Domain-Hash VRF (RSA-FDH-VRF)

- Backed by concrete cryptographic security proofs with careful
analysis, fixing bugs in prior work:

13


http://ia.cr/2017/099

EC-VREF (elliptic curve VRF)

Verifier Hasher

input

Cyclic group G of h =hash_to_curve (input)
prime order q y = hx
with generator g
(eg NIST P256 curve)

proof: (ylc, s

zero-knowledge proof:
hash = H(y) Y= hX and PK = g*

have same discrete log 14




Verifier

EC-VREF (elliptic curve VRF)

hash = H(y)

proof: (ylc, s

Hasher

h =hash_to_curve (input)
v =h*

(choose random nonce k
c=H(g, PK, h,y, gk hk)

S =k-cxmod g y

zero-knowledge proof:
Y = h* and PK = g*

have same discrete log 14




EC-VREF (elliptic curve VRF)

Verifier Hasher

h =hash_to_curve (input)
Yy =h*

(choose random nonce k
c=H(g, PK, h,y, gk hk)

proof: (ylc, s

G=(PK)<gs N S =k-cxmod g y

h = hash_to_curve (input)

V= vc hs

I\f ¢c=H(g PK h y uv) J zero-knowledge proof:
hash = H(y) Y= hX and PK = g*

Else INVALID have same discrete log 14




EC-VRF ciphersuites
Verifier Hasher

h =hash_to_curve (input)

Y =h*

choose random nonce k

c=H(g, PK, h,y, gk hk)
proof:(y,¢,s) s =k-cxmod q

u = (PK)<g*

h = hash_to_curve (input) - -
_vehs ciphersuites
V=Y » NIST P-256 curve with SHA256
If c=H(g, PK-, h,y, u,v) « Ed25519 curve with SHA256
hash = H(y) * Could add other curves (eqg Ed448)
Else INVALID * Could add Elligator with Ed curvegs




EC-VRF ciphersuites We spec generic
hash based on

Verifier Hasher SHA256.

(Instead, could
h =hash_to_curve (input)

use Elligator
with Ed25519)
— X
regular hash function y=h
(eg SHA256) choose random nonce k
c=H(g, PK, h,y, gk h¥)
proof: (y, ¢, s) s =k-cxmod q

u=(PK)<g°
h = hash_to_cupvg (input) : :
L ciphersuites
v=yh e NIST P-256 curve with SHA256
If c=H(g, PK, h,y,u,v) » Ed25519 curve with SHA256
hash = H(y) * Could add other curves (eqg Ed448)

Else INVALID * Could add Elligator with Ed curvegs




RSA-FDH-VRF (RSA full domain hash VRF)

Verifier (1, &) Hasher (1, <)
Ei input .
proof =
proof ( MGF1(input))4 mod N

AN

deterministic
RSA signature

16



RSA-FDH-VRF (RSA full domain hash VRF)

Hasher (1, ¢

input .

Verifier (1\,

o

proof =

proof (

AN

deterministic
RSA signature

(input))4 mod N

[RFC8017]
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RSA-FDH-VRF (RSA full domain hash VRF)

Hasher |

input .

Verifier

o

RSA signature
verification

proof =

proof (

If MGF1(input) = (proof)d mod N

AN

deterministic
RSA signature

(input))4 mod N

[RFC8017]
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RSA-FDH-VRF (RSA full domain hash VRF)

Verifier Hasher
Ei input
RSA signature proof =
verification pro of (

If MGF1(input) = (proof)d mod N
hash = H( proof)
Else INVALID

regular hash function
(eg SHA256)

AN

deterministic
RSA signature

(input))4 mod N

[RFC8017]
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Algorand cryptocurrency uses VRF for leader election

Server 51,

proof; = prove (517, seed)
n. = proof2hash(proof,)

Server S,

Server 517,

Server 517,
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Algorand cryptocurrency uses VRF for leader election

Server S,

Server 51,

w 7%, Server Si,

Server S,

PK

=
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Algorand cryptocurrency uses VRF for leader election

Server i,

Server 51,

/

s=—__ Random
seed T

\ Server SI7,

Server S,
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Algorand cryptocurrency uses VRF for leader election

Server 51,

1 -

n., proof,
Server S,

proof; = prove (517, seed)

n. = proof2hash(proof,)

Server S,

Server 517,
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Algorand cryptocurrency uses VRF for leader election

Leader is server with lowest hash |, ! Server Si,

Server 51,

>\},J ‘proof,

|
N,

proof,
N\ | n,, Server Sl

N/ pr()()f2

n., proof,

Server S,

proof; = prove (517, seed)

n. = proof2hash(proof,)
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Algorand cryptocurrency uses VRF for leader election

Leader is server with lowest hash |, ! Server Si,

Server 57,

>\} - proof,

n,

proof,
| can’t lie about my i | n,, Server S,
hash output! ) )
1 proof,
N, proof,
Server 517,

| can’t predict my
hash, since seed is
random!

proof; = prove (517, seed)

1., = proof2hash(proof,)

17



