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Context

Internet of Things

LWM2M is popular device management protocol in
loT scenarios

DHCPv6 remain popular in loT networks

Need support for more options to enable loT services
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Summary

* Vendors are hardcoding LWM2M bootstrap server
information

 DHCP/DHCPv6 need to support new options to
enable LWM2M service
— DHCPv6 option for LIWM2M bootstrap server URI
— DHCPv6 option for LWM2M server certificate
— DHCPv4 option for LIWM2M bootstrap server URI
— DHCPv4 option for LWM2M server certificate



DHCPv6 option for LWM2M bootstrap server URI

0 1 2 3
012345678901234567890123456789¢01
+-+-+-+-+-+-+-+-+-+-+-+-+-+-t-+—+-t-+—+-t—+—+-t -+t -+ -+t -+-+-+
| option-code | option-len |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+—+-t-+—+-t-+—+-t—+—+-+-+-+-+-+-+-+
| LWM2M-bootstrap-URI |
I e |

+-+-+-+-+-+-+-+-+-t-+ -+ttt —F—t—F—t -ttt -ttt -+t -+-+-+
option-code: OPTION LWM2M BOOTSTRAP URI
option-len: Length of the 'LWM2M-bootstrap-URI' field in octets

LWM2M-bootstrap-URI: This string is URI of LWM2M bootstrap
server. The string is not null-terminated.



DHCPv6 option for LWM2M server certificate

0 1 2 3
012345678901 234567890123456789°01
+-+-+-+-+-+-+-+-+-+-+-+-+-+-t-+—+-t—+—+-t-+—+-t—+—+-+ -+ -+t -+-+-+
| option-code | option-len |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+—+-t-+—+-t—+—+-t—+—+-+-+-+-+-+-+-+
| LWM2M-server-certificate |
| (variable length data) |
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option-code: OPTION LWM2M SERVER CERTIFICATE
option-len: Length of the 'LWM2M-server-certificate' field in
octets

LWM2M-server-certificate: Digital certificate of LWM2M server as
defined in Section 3.6 of [RFC7296]



DHCPv4 option for LIWM2M bootstrap server URI

0 1 2 3
012345678901234567890123456789°01
+—t—t—+—F—t—t—F—F -+ttt -ttt -+ttt —F—+—+—+—+—+—+-+
| option-code | option-len | LWM2M-bootstrap-URI |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-t-+—+-t-+—+-t—+—+-t -+t -+ -+t -+-+-+
I
| LWM2M-bootstrap-URI

I

I
I I
+-+—+-+-+-F+-+-+—+-+—+-+ -+ttt -ttt -ttt -+ -+t —+-+-+
option-code: OPTION LWM2M BOOTSTRAP URI

option-len: Length of the 'LWM2M-bootstrap-URI' field in octets

LWM2M-bootstrap-URI: This string is URI of LWM2M bootstrap server.
The string is not null-terminated.



DHCPv4 option for LIWM2M server certificate

0 1 2 3
01234567890123456789012345678901
+—t—t—+—F—t—t—F—F -+ttt -ttt -+ttt —F—+—+—+—+—+—+-+
| option-code | option-len | LWM2M-server-certificate |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-t-+—+-t-+—+-t—+—+-t -+t -+ -+t -+-+-+

I I
| LWM2M-server-certificate |
| (variable length data) |
I I
e e T T e e e e e e e e o e e s St =
option-code: OPTION_LWMZM_SERVER_CERTIFICATE

option-len: Length of the 'LWM2M-server-certificate' field in
octets

LWM2M-server-certificate: Digital certificate of LWM2M server as
defined in Section 3.6 of [RFC7296]



Next Steps

- Any inputs and comments?
- DHC adoption request
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