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Note Well

Any submission to the IETF intended by the Contributor for publication as all or part of an IETF Internet-Draft or RFC and any
statement made within the context of an IETF activity is considered an "IETF Contribution”. Such statements include oral
statements in IETF sessions, as well as written and electronic communications made at any time or place, which are addressed to:

* The IETF plenary session
* The IESG, or any member thereof on behalf of the IESG

+ Any IETF mailing list, including the IETF list itself, any working group or design team list, or any other list functioning
under IETF auspices

* Any IETF working group or portion thereof

* Any Birds of a Feather (BOF) session

* The IAB or any member thereof on behalf of the IAB
* The RFC Editor or the Internet-Drafts function

All IETF Contributions are subject to the rules of RFC 5378 and RFC 8179.

Statements made outside of an IETF session, mailing list or other function, that are clearly not intended to be input to an IETF
activity, group or function, are not IETF Contributions in the context of this notice. Please consult RFC 5378 and RFC 8179 for
details.

A participant in any IETF activity is deemed to accept all IETF rules of process, as documented in Best Current Practices RFCs
and IESG Statements.

A participant in any IETF activity acknowledges that written, audio and video records of meetings may be made and may be
available to the public.

AEESEESCC L

"FFF F O



Administrativa

Charter: https://datatracker.ietf.org/group/maprg/charter/

Mailing List: maprg@irtf.org
Subscriptions: https://www.irtf.org/mailman/listinfo/maprg

Today’s slides: https://datatracker.ietf.org/meeting/99/session/maprg/

Remote participation

Audio: http://ietf99streaming.dnsalias.net/ietf/ietf99.m3u
Meetecho: http://www.meetecho.com/ietf99/maprg
Jabber: xmpp:maprg@jabber.ietf.org?join




Agenda

9:30 Intro & Overview, Project "Advertisements" (chairs)
9:35 Identifying IPv6-Reluctance (Mikael Abrahamsson, chairs)
9:45 Fingerprint-based detection of DNS hijacks using RIPE Atlas (Pawel Foremski)

10:05 Rate-limiting of IPv6 traceroutes is widespread: measurements and
mitigations (Pablo Alvarez)

10:25 kIP: a Measured Approach to IPv6 Address Anonymization (David Plonka)
10:45 Measuring Latency Variation in the Internet (Toke Hoiland-Jorgensen)
11:05 Measuring YouTube over IPv6 (Vaibhav Bajpai)

11:25 Internet-Scale Deployment of QUIC (Jana lyengar)



Questions

* Which operators deploy RPKI origin
validation and filtering?

* How does deployment change over time?

RPKI-based
filtering??
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Key contributions of the paper:

We evaluate existing methodology
Result: Methodology of uncontrolled,
passive experiments cannot reliably
differentiate RPKI filtering from some
traffic engineering.
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Details: https://arxiv.org/abs/1706.04263

Towards a Rigorous Methodology for Measuring Adoption
of RPKI Route Validation and Filtering

Andreas Reuter', Randy Bush?, ftalo Cunha?,
Ethan Katz-Bassett!, Thomas C. Schmidt®, Matthias Wahlisch*
LFU Berlin, 211J/Dragon Research, *UFMG, *USC/Columbia, *HAW Hamburg

ABSTRACT

A proposal to improve routing security—Route Origin Au-
thorization (ROA)—has been standardized. A ROA speci-
fies which network is allowed to announce a set of Internet
destinations. While some networks now specify ROAs, little
is known about whether other networks check routes they re-
ceive against these ROAs, a process known as Route Origin
Validation (ROV). Which networks blindly accept invalid
routes? Which reject them outright? Which de-preference
them if alternatives exist?

tion (ROV) verifying whether the AS originating an
IP prefix announcement in BGP is authorized to do
so [14] and labeling the route as valid or invalid. The
validity of a route can be used as part of the router’s
local BGP policy decisions, e.g., filtering routes that

reflect invalid announcements or preferring valid ones.
Whl the RPKI is fairly populated with ROAs and
growing [9,15,23 24] adoption of ROV and filtering has
been negligible, according to operator gossip.

A recent paper examlned RPKI and ROV adoption

We introduce and deploy new methodology
Jointly control which routes we announce
(BGP) and which routes are valid (RPKI).
Paper includes initial results, including ASes
that confirmed they are filtering.



RIPE Atlas Daily Aggregates &

Public measurement data is always available via AP
Data now also available as daily aggregates
https://ftp.ripe.net/ripe/atlas/data/
Data cycled out after ~30 days

Also: ~33% of probes have IPv6
and, ~33% of measurements are of the v6 network

Please grab data, and tell us if you find it useful

More:
https://labs.ripe.net/Members/petros qgigis/announcing-daily-ripe-atlas-data-archives
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