
IETF 99: TLS WG
Chairs: Joe Salowey & Sean Turner

Info: https://datatracker.ietf.org/wg/tls/charter/

https://datatracker.ietf.org/wg/tls/charter/


The brief summary:

● This summary is only meant to point you in 
the right direction, and doesn’t have all the 
nuances; see below for the details.

● By participating with the IETF, you agree to 
the follow IETF processes.

● If you are aware that a contribution of yours 
(something you write, say, or discuss in any 
IETF context) is covered by patents or 
patent applications, you need to disclose 
that fact.

You understand that meetings might be recorded 
and broadcast.

The details:

● For  further information, talk to a chair, ask 
an Area Director, or review BCP 9 (on the 
Internet Standards Process), BCP 25 (on the 
Working Group processes), BCP 78 (on the 
IETF Trust), and BCP 79 (on Intellectual 
Property Rights in the IETF). 2
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Reminders:

● State your name @ mic for the scribes/minutes
● Keep it professional @ the mic

Requests
Minute Taker(s)

Jabber Scribe(s)

Sign Blue Sheets



Agenda
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Monday:

5min Administrivia

5min Document Status

15min Exported Authenticators

15min Record Size Limit
Extension for TLS

25min SNI Encryption

Wednesday:

5min Administrivia

20min TLS1.3

15min A DANE Record and DNSSEC
Authentication Chain Extension for TLS

45min DTLS1.3

25min Data Center use of Static DH

10min NCCOE project for visibility within the
datacenter with TLS 1.3

25min Rebuttal

https://www.ietf.org/proceedings/99/slides/slides-99-tls-sessb-chairs-slides-06.pdf
https://www.ietf.org/proceedings/99/slides/slides-99-tls-sessb-chairs-slides-06.pdf
https://www.ietf.org/proceedings/99/slides/slides-99-tls-sessb-exported-authenticators-00.pdf
https://www.ietf.org/proceedings/99/slides/slides-99-tls-sessb-record-size-limit-extension-for-tls-00.pdf
https://www.ietf.org/proceedings/99/slides/slides-99-tls-sessb-record-size-limit-extension-for-tls-00.pdf
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https://www.ietf.org/proceedings/99/slides/slides-99-tls-sessb-record-size-limit-extension-for-tls-00.pdf
https://www.ietf.org/proceedings/99/slides/slides-99-tls-sessb-sni-encryption-00.pdf
https://www.ietf.org/proceedings/99/slides/slides-99-tls-sessb-chairs-slides-06.pdf
https://datatracker.ietf.org/doc/draft-rescorla-tls-dtls13/
https://datatracker.ietf.org/doc/draft-green-tls-static-dh-in-tls13/


Document Status
RFC Editor’s Queue:
● ECC CSs for TLS v1.2 & earlier

With/Through IESG:
● ECDHE_PSK w/ AES-GCM & AES-CCM CSs
● RFC 5289 to PS

Adopted Since Last Meeting:
● DTLS 1.3
● Exported Authenticators for TLS
● TLS Certificate Compression

Completing 2nd WGLC:
● TLS 1.3
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Completed WGLC:
● A DANE Record and DNSSEC Authentication 

Chain Extension for TLS

In-Progress:
● D/TLS IANA Registry Updates
● Example Handshake Traces for TLS 1.3
● Applying GREASE to TLS Extensibility

Needs more work:
● Delegated Credentials

Patiently waiting:
● TLS 1.2 Update for Long-term Support

https://github.com/tlswg/rfc4492bis
https://github.com/tlswg/rfc4492bis
https://datatracker.ietf.org/doc/draft-ietf-tls-ecdhe-psk-aead/
https://datatracker.ietf.org/doc/draft-ietf-tls-ecdhe-psk-aead/
https://datatracker.ietf.org/doc/status-change-uplifting-rfc5289-to-ps/
https://datatracker.ietf.org/doc/status-change-uplifting-rfc5289-to-ps/
https://datatracker.ietf.org/doc/draft-ietf-tls-dtls13/
https://datatracker.ietf.org/doc/draft-ietf-tls-dtls13/
https://datatracker.ietf.org/doc/draft-ietf-tls-exported-authenticator/
https://datatracker.ietf.org/doc/draft-ietf-tls-exported-authenticator/
https://datatracker.ietf.org/doc/draft-ietf-tls-certificate-compression/
https://datatracker.ietf.org/doc/draft-ietf-tls-certificate-compression/
https://github.com/tlswg/tls13-spec
https://github.com/tlswg/tls13-spec
https://datatracker.ietf.org/doc/draft-ietf-tls-dnssec-chain-extension/
https://datatracker.ietf.org/doc/draft-ietf-tls-dnssec-chain-extension/
https://datatracker.ietf.org/doc/draft-ietf-tls-dnssec-chain-extension/
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https://datatracker.ietf.org/doc/draft-sandj-tls-iana-registry-updates/
https://datatracker.ietf.org/doc/draft-sandj-tls-iana-registry-updates/
https://github.com/tlswg/draft-ietf-tls-tls13-vectors
https://github.com/tlswg/draft-ietf-tls-tls13-vectors
https://github.com/tlswg/draft-ietf-tls-grease
https://github.com/tlswg/draft-ietf-tls-grease
https://tools.ietf.org/html/draft-rescorla-tls-subcerts-00
https://tools.ietf.org/html/draft-rescorla-tls-subcerts-00
https://datatracker.ietf.org/doc/draft-gutmann-tls-lts/
https://datatracker.ietf.org/doc/draft-gutmann-tls-lts/

