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A brief history

Translation 
IVI

Bi-direction Stateless 
Translation

IETF Behave WG

Dual-Stack 
NFSCNET

IPv6 only
CERNET2 

• 200 universities
• 2M subscribers

Tunnel 
IPv6 over IPv4
CERNET-6Bone 

Tunnel
IPv4 over IPv6

IETF softwire  WG

IPv4
CERNET

• 2000 universities
• 20M  subscribers
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CERNET/CNGI-CERNET2

IPv4 IPv6

Stateless 
translation

IVI

dIVI

The IPv4
Internet

The IPv6
Internet

http://202.38.97.82:8036/pop-index.html
http://202.38.97.34:8036/pop-index.html
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Traffic comparisons

• CERNET IPv6’ traffic is about 20% of IPv4

IPv4

IPv6

IVI
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CERNET-NB

• Scale 
– 400K schools
– 320M students

• Requirements 
– IPv6-only network
– Be able to 

communicate with 
the IPv4 Internet

CERNET-NB
IPv6

The IPv4
Internet

Colleges
IPv4/IPv6

Schools
IPv4/IPv6

The IPv6
Internet

Colleges
IPv4/IPv6

Research
Universities
IPv4/IPv6

Schools
IPv4/IPv6

Regional
 college

 networks
IPv6

Regional
School

Networks
IPv6

XLAT

Requirements
• Stateless translators
• Communicate with IPv4
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Requirements
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dIVI is not harmful

• IPv4 
– Options

• Dropped (no harm)

– Type of service
• Copied to traffic class

– MTU and fragmentation
• Processed according to RFC6145/RFC6146 (same as tunnel)

– ICMP/ICMPv6
• Processed according to RFC6145 (no harm)

– Transport layer (TCP, UDP)  
• Processed according to RFC6145
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IPv4 Options

• The IPv4 option will not be translated to IPv6.

ICMP: 176
IP option 7, Record Route 22 type=0,code=0
Unreachable 154 type=3,code=2, option=0 or 1

TCP: 1079 port=80, option=0 or 
1

Conclusion: Lost of option field results in no harm.
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MTU and fragmentation (1)
• Comparisons

tunnel-1 tunnel-2
An IPv6
 network

H2H1

XLATE-1 XLATE-2
An IPv6
 network

H2H1

fragmentation reassemble28 bytes overhead

fragmentation reassemble40 bytes overhead

Conclusion: dual stateless translation are about 
the same, except for 12-20 bytes savings.

RFC6333
draft-murakami-softwire-4rd

draft-xli-behave-dIVI
draft-xli-behave-dIVI-pd
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MTU and fragmentation (2)

TCP mainly 80 (HTTP) or 443 (HTTPS) 

UDP random (p2p?)

ICMP ICMP type 8, Echo request message or ICMP type 3, 
Destination unreachable
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ICMP/ICMPv6 (1)
• RFC6145

– 4.2.  Translating ICMPv4 Headers into ICMPv6 Headers
• ICMPv4 query messages
• ICMPv4 error messages

– 4.3.  Translating ICMPv4 Error Messages into ICMPv6
• The ICMP error messages containing the packet in error MUST be translated just like a normal IP 

packet.

– 5.2.  Translating ICMPv6 Headers into ICMPv4 Headers
• ICMPv6 informational messages
• ICMPv6 error messages

– 5.3.  Translating ICMPv6 Error Messages into ICMPv4
• The ICMP error messages containing the packet in error MUST be translated just like a normal IP 

packet. 

XLATE-1 XLATE-2
An IPv6
 network

H2H1

ICMP ICMPv6 ICMP

Conclusion: most of the ICMP and ICMP error messages can be carried end-to-end.
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ICMP/ICMPv6 (2)

• RFC6145
• Source Quench (Type 4): Obsoleted in ICMPv6. 

Silently drop. 
• Redirect (Type 5): Single-hop message. Silently drop. 

• IANA
• # Type 13 — Timestamp
• # Type 14 — Timestamp Reply
• # Type 15 — Information Request
• # Type 16 — Information Reply
• # Type 17 — Address Mask Request
• # Type 18 — Address Mask Reply
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O&M requirements

• Tools
– IPv6 null route to discard IPv4 traffic

– IPv6 ACL to filter IPv4 traffic
– IPv6 traffic shaping to rate limit IPv4 traffic

• Caching
– CDN 

• We  cannot do this with tunnelling using 
existing tools
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Topology

IPv4 Internet XLAT IPv6 network

202.38.101.26

2001:da8:ff3a:cbfb:200::

2001:da8:ff3a:cbfb:300::

Null route
Rate-limit

cachecache

XLAT

DNS
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dIVI: config on r-bj6 (null route)
show configuration routing-options         
rib inet6.0 {
    static {
        route 2001:DA8:FF3A:C8FB:300::/128 discard;
    }
}

ge-2/2/0 {
    description 1G_to_Dragon-Lab;
    unit 0 {
        family inet {
            address 202.38.120.189/29;
        }
        family inet6 {
            address 2001:DA8:1:30::1/64;
        }
    }
} 2001:DA8:FF3A:C8FB:300::  58.200.251.3 
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dIVI: IPv6 null route to discard IPv4 traffic

2001:da8:ff3a:c8fb:300:: -> 202.38.101.26 70M (blue)

IPv6 null route
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dIVI: config on r-bj6 (shaping)
Interface to Dragon-lab
interfaces {

    ge-2/2/0 {
        description 1G_to_Dragon-

Lab;
        unit 0 {
            family inet6 {

                filter {
                    output ivi-qos;
                }
                address 

2001:DA8:1:30::1/64;
            }

        }
    }
}

Filter & Policer
firewall {
    family inet6 {
        filter ivi-qos {
            term blue {
                from {
                    destination-address {
                        

2001:DA8:FF3A:C8FB:200::/128;
                    }
                }
                then policer ivi-qos;
            }
            term default {
                then accept;
            }
        }
    }
    policer ivi-qos {
        if-exceeding {
            bandwidth-limit 15m;
            burst-size-limit 1500;
        }
        then discard;
    }
}

2001:DA8:FF3A:C8FB:200::  58.200.251.2 
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dIVI: IPv6 traffic shaping  for IPv4 traffic

202.38.101.26 -> 2001:da8:ff3a:cbfb:200:: (w/ rate-
limit)

202.38.101.26 -> 2001:da8:ff3a:cbfb:300:: (w/o 
rate-limit)

Beginning  
of rate-
limit

End of 
rate-
limit
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dIVI: Squid Server Deployment

 Squid Server is used to cache the content of 
IPv4 Web Server, through core IVI translation

 Squid Server is working in the Reverse Proxy 
Mode, listening to 80 HTTP port

 Dynamic Configuration: propagate the A && 
AAAA of Web Servers’ records pointing to 
Squid Server into DNS  system



  23

Summary

• dIVI/dIVI-PD can use 
existing tools for 
O&M
– Null route
– ACL
– eACL
– PBR
– QoS
– Caching

• Tunneling 
– No tools
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