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Background 

• NMLRG meeting in IETF95 
– Focused on ML (Machine Learning) applied in 

network traffic handling 

– Some distinct use cases from different 
organizations were presented in the meeting 

– This presentation is the collection of the use 
cases 
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Why Focused on Network Traffic? 
• The user contents within traffic is becoming more diverse due to the development 

of various network services, and increasing use of encryption. 

• It is more and more challenging for administrators to get aware of the network's 
running status (such as performance, failures, and security etc.) and efficiently 
manage the network traffic flows. 

• It is natural to utilize machine learning technology to analyze the large mount of 
data regarding network traffic , to understand the network's status. The analyzed 
objectives could be: 

– Measurable properties: latency, packet number, duration etc. 

– Protocol metadata: headers, source/dest IP addresses, port number etc. 

– User content: webs, audio, video etc. 

– Network signaling, routing signaling, MPLS-TE, P2P etc. 
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#1: HTTPS Traffic Classification 

• The objective is to 

automatically label an HTTPS 

connection by the service and 

service provider associated with. 

• A multi-level ML approach has been proposed: 

-      a first level model (L1 model) whose the goal is 
to identify the service provider 

-      a set of second level models (L2 models), one 
for each service provider to identify specific 
service of a service provider 
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Results 
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#2: Automatic Malicious Domain  

Detection with DNS Traffic Analysis 
• Data to be analyzed: 

- a domains registration database and  

- authoritative DNS server traffic data, which 
is typically the case for Top-Level Domains 
(TLD) registries.   

• These domains are classified using k-means 
as a clustering method into two clusters using 
four features extracted from the analyzed 
DNS traffic:  

- DNS queries  

- IP addresses 

- Autonomous Systems (Ases) 

- Countries, which were chosen empirically 

• nDEWS (New Domains Early 
Warning System), a tool that 
classifies the newly registered 
domains based on their initial 
lookup pattern. 



 
7 

 

Results 
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#3: ML based Policy Derivation and Evaluation 

 in Broadband Networks 

•  Objective function 
– QoS, resource consumption 

 

•   Input 
– User information 

– Services 

– Traffic, mobility in time and space 

– System capabilities 

– … 

 

•   Output 
– Network configuration 

– Traffic allocation 

 

•    Difficulty 
– Computationally hard problems 
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#3: ML based Policy Derivation and Evaluation 

 in Broadband Networks 

Through machine learning it will 

be possible to provide faster and 

targeted solutions to specific 

network problems.   

 

Moreover, it is possible cluster 

various usage profiles and 

prioritize the traffic according to 

the criticality level. 
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#4: Traffic Anomaly Detection in the Router 

• When interface traffic exceeds a 

certain threshold, the router will 

consider it as an anomaly event 

and report it to the NMS 

– E.g. trap-threshold { input-rate | 

output-rate } 

• However, network traffic is 

usually changing. static 

configuration could not effectively 

identify the traffic anomaly events. 

• Wavelets are employed to analyze time-series 

network traffic for anomaly detection.  In some 

certain interval, the routers measure, record, 

and analyze the input and output traffic rates 

respectively, or in the form of rate sums. 

• Running for some time, the router would get a 

set of "time-rate” data, collected as time-series 

waves for further wavelet analysis. Besides 

wavelets, this use case proposes other 

machine learning techniques such as outlier 

detection.  For this way, features are to be 

extracted from wavelets for supervised or 

unsupervised learning. 
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#5: Applications of ML to Flow Monitoring 

• How to identify applications w/o payloads? e.g., identify Netflix, BitTorrent, Skype.. 

 1. Continuous training process: 
– Collect traffic (with payload), run 

through DPI 

– Build “NetFlow-derived features -> 
app” dataset 

– Machine learning to build a classifier 

 

2. Classification process: 
     – Collect NetFlow and extract features 

     – Run through classifier 
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Results 
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Thank you 


