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0Dharo 3o CoAP: Easy usage

1. Provide packet oriented binding (e.g. UDP, SLIP) + memory

static wint® t CoAP WorkMemory[4036]: FiWMorking memory of CoAPs internal memory allocator
CoAF Init (ColAF WorkMemory, 409&);
ColAP E5P8266& CreatelnterfaceSocket (0, &CoAP conn, 5683, CoAP onNewPacketHandler, CoAP ESPEZ66 SendDatagram);
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3. Implement resource handlers...



0hAaro%o CoAP: LED Request Handler

gstatic ColPF HandlerResult t ICACHE FLASH ATTR Res RegHandler (CollF Message t® pReq, ColP Message t® pResp) {
if (pReg-»Code == REQ POST) {
CollP option t* pOpt;
bool Found = false;

for (pOpt =pReq->pOptionslist ; pOpt '= NULL; pOpt = pOpt->next) {
switch (CoAP FindUriQueryVal (pOpt,"",3, "on","off", "tgl")) { //no prefix used -> use /led gpiclZ?on or /led gpicl2?off
case 0: break; //not found
case 1: led(true); Found=true; break; //found "on"
case 2: led(false); Found=true; break; //found "off" //’ ‘\\
case 3: led(!LedState); Found=true; break:; //found "ggl"”

}

i (Found) ¢ Example LED

SetledstatePayload (pReq, pResp) !

e switch resource
} o /

if (!'Found) {
char info[] = {"usage: coap: /... led gpiolZ2%on (or \"off\", \"cgl\")"}:

CoRhP SetPayload(pReq, pResp, info, coap strlen(info), true):
pResp->Code=RESP ERROR BAD REQUEST 4 00:

relse if (pReg-»Code == REQ GET){
if (LedS5tate) ColAP SetPayload(pReg, pResp, "Led is on!", coap strlen("Led is on!"}, true):
else ColAP SetPayload (pReq, pResp, "Led is off!", coap strlen("Led is off!"), true);

return HANDLER OK;

CoAP logic (e.g. retries, options) is transparent to user!
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0DAro 2o CoAP: Blockwise Request Handler

static const char CoapInfoStringInFlash[] = {"\

The Constrained Application Protocol (ColkP) is a specialized webk b
transfer protocol for use with constrained nodes and constrained b
[e.g., low-power, lossy) networks. The nodes often have &-bit %
microcontrollers with small amounts of ROM and RAM, while constrained
networks such as IPvé over Low-FPower Wireless Personal Lrea Hetworks b Example
(6LoWFLN=) often have high packet error rates and a typical %

throughput of 10s of M%,-“s. The protocol is designed for machine- % blockwise
to-machine (M2M) applications such as smart energy and building b
automation.\r\n\rin\

\ \ resource )
ColLP provides a request/response interaction model between b\
application endpoints, supports built-in discovery of services and A
resources, and includes key concepts of the Web such as URI=z and
Internet media types. ColP is designed to easily interface with HITE %

for integration with the Wek while meeting specialized requirements b
such a3 multicast support, wvery low overhead, and simplicity for M
constrained environments.h

lr};

CoRAP Res t* plAbout Res = NULL:

static ColAF HandlerResult t ICACHE FLASH ATTE RequestHandler (ColP Message t* pReq, ColAP Message t* pResp) |
static uwintlé t payloadiize = sizeof (CoapInfoStringInFlash)-1;

CoAP SetPayload(pReq, pResp, (uintf t*) & (CoapInfoStringInFlash[0]), payload3ize, false):

return HANDLER OH;



| 0Dar0s> CoAP: Postponed Request Handler

gtatic ColPF HandlerResult t ICACHE FLASH ATTR Re=z RegHandler (ColP Message t® pReg, CollP Message t* pResp) {
if (pReg->Code == REQ GET) {

switch(ScanState) {
case SCAN STATE IDLE:

wifi station scan (NULL,=scan_done) ; E pl
ScanSrarte = SCMTE:RI‘W‘I‘UING- Xam e
return HANDLER POSTPONE: //goap stack will gomeback later
- — — postponed
case SCAN STATE RUNNING:
return HANDLER POSTPONE: //coap stack will comeback later resou rce

N

/

case S5CAN STATE DONE OK:
ScanState = SCAN STATE IDLE;

pResp->»Pavload = pScanResultStr:; //will be freed together with response msg, same for overwritten memory location
pResp->PayloadLength = lastScanBResultlen;

J/we don't allow nun—aton.icfm transfers here and do some work to give client diagnostic payload
ColAP blockwise option_t BZopt:
if (GetBElock20ptionFromM=g (pReq, &£B2opt) == CCOAP COK) {
if((int)BZopt.BlockSize « lastScanResultLen) {
pResp->Code=RESF BAD OPTION £ 02;
if (pResp->PavloadBufSize>l6) {
coap sprintf (pResp->Payload, "blk2 n/a [%d]",lastScanResultlen);
pResp->PayloadLength = coap strlen(pResp->Payload);
}
return HANDLER OK:

return HANDLER OK;

case SCAN STATE DONE_FAIL:
ScanState = SCAN_STATE IDLE;
return HANDLER ERROR;

H
return HANDLEHR ERRCR;



| 0DAr0s> CoAP: Observeable Request Handler

static ColflP HandlerResult t ICACHE FLASH ATTRE ReguestHandler (ColF Message t* pReqg, CollF Message t©* pResp) {
char myString[20];
coap sprintf (myString,"%d [s]", hal rtc 1Hz Cnt());
CoAP SetPayload (pReq, pResp, myString, coap strlen(myString), true):

return HANDLER OH;
static ColflP HandlerResult t ICACHE FLASH ATTERE NotifyHandler (CollF Chbserver t* pObserver, ColAP Message t* pResp) |
char myString[20];

coap sprintf (myString,"%d [s]", hal rtc 1Hz Cnt());
CoAP SetPayload (NULL, pResp, myString, coap strlen(myString), true):

return HANDLER OK: / \
Example
S /Update Observers every second
fidefine DELAY LOCP 1000 // milliseconds Observeable

LOCAL o5 _timer t Notify timer;
LOCAL woid ICARCHE FLASH ATTE notify cb(void *arg) { resource (CIOCk)

CoAP NotifyResourcelbservers (pRTC Res): k j




L 0hAar0 2o CoAP: Issues & dev direction

Known-Issues

* Implementing new transport bindings / ports is hard
* Client implementation too minimalistic (e.g. no blockwise receive



L 0hAaro 2o CoAP: Issues & dev direction

Known-Issues

* Implementing new transport bindings / ports too hard
* Client implementation too minimalistic (e.g. no blockwise receive

Planned Improvements

* Built-in serial port transport binding (e.g. for device config)
* Include C Code in Go-lang Wrapper for better (unit) testing

* Use SMS Transport

* Integratein FreeRTOS & use tickless kernel with periodic sleeps
e Use with our LoRa based Point to Point X-MAC variant

* Write integration guide to support opensource community
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