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Purpose of the Study

— Isthespinbitsignal robustenough, so that it can beusedas areliable
source of latency measurement?

— Under what conditionsdoes it break?
— Whatcan bedoneaboutit?

— Onlyfocusingonsingle bitsignal.

— Onlyfocusingonlatency (RTT) measurement.
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IETF 102 Recap

— Asymmetrical measurementsofspin bit RTT.
— Use of simple heuristicstoreject bad samples.

— Count nr of packets between transitions.

— Rejectedgeif packetcount<1/10 * previous packet count...
— Seems to work pretty well, but feelsa bit hacky.
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Asymmetrical vs Symmetrical
Measurement

— ﬂ
Edge detection

Server \ Observer
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Edge detection

Edge detection

— Forasymmetrical observation points
edge transitionsarevisiblein asingle
directiononly.

— A symmetrical observation point
allowsforedgedetectionin both
directions of the flow.
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Asymmetrical vs Symmetrical

Measurement
— Forasymmetric measurements some
Heuristics required form of heuristicsisrequired when the
signal gets scrambled (e.gdueto packet
Observer reordering).

— A symmetrical observation pointcan use
the reverse pathsignalto validatean
edge transition.

— Transitions reflect successfulexchange of

Use reverse path for validation packets between endpoints.

— An edge transitionobservedinone
directionisonlyvalidif it has been
preceded by a transitioninthe reverse
direction (orifit'sthe first observed
transition).

Server Observer Client
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Test System

Passive
middlebox

Controller

— EachnoderunsonalLinux VM
connected viaemulated networks.

— Network conditions applied peregress.

— Quic-GO with added spinbit functionality
and RTT logging.

— Middlebox perfoms measurements “on
line”.
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Tests

\

Passive
middlebox

Controller

S

— Apply networkimpairment onthe
differentlinksinisolationand
combination.

— Vary degree of reordering.
— Vary degree of loss.

— Generate traffic foreach combination
and collect RTT datafromserver and
middlebox.
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Example results

10% of server egress packets reordered, depth 15 ms.

RTT (microseconds)

Middlebox Spin RTT A: 14240 samples
Middlebox Spin RTT B: 14266 samples
Server, 1 per ACK: 32653 samples
Server, 1 per RTT: 14266 samples
Spurious transitions: 16380
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Example results

20% of server egress packets reordered, depth 15 ms.

Middlebox Spin RTT A: 23246 samples
Middlebox Spin RTT B: 23270 samples
Server, 1 per ACK: 38590 samples
Server, 1 per RTT: 23270 samples
Spurious transitions: 24087
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Example results

10% of client egress packets reordered, depth 15 ms.

Middlebox Spin RTT A: 1216 samples
Middlebox Spin RTT B: 1241 samples
Server, 1 per ACK: 2925 samples
Server, 1 per RTT: 1222 samples
Spurious transitions: 10742
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Example results

10% of server egress packets and 10% of client egress packets reordered,
depth15 ms.

RTT (microseconds)

Middlebox Spin RTT A: 7390 samples
Middlebox Spin RTT B: 7417 samples
Server, 1 per ACK: 18551 samples
Server, 1 per RTT: 6950 samples
Spurious transitions: 12354
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Future work

— Improved network impairments
— Randomized reordering depth
— Realistic loss models
— Deploy middleboxin live network
— Perform measurements over live LTE network
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Some more results...

40% of server egress packets and 40% of client egress packets reordered,

depth15 ms.

Middlebox Spin RTT A: 14522 samples
Middlebox Spin RTT B: 14544 samples
Server, 1 per ACK: 20302 samples
Server, 1 per RTT: 14306 samples
Spurious transitions: 21277
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